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Thank you for purchasing this Canon product.

Wireless Network Interface Board NB-W2 is a product that is used when a printer is
connected to a network and used as a network printer.

This manual describes the procedures for connecting Wireless Network Interface Board
NB-W?2 to a printer as well as connecting the printer to a network.

Please read this manual thoroughly before operating NB-W2. After reading this manual,
store it in a safe place for future reference.

How To Use This Manual

Symbols Used in This Manual

The following symbols are used in this manual to indicate operational requirements
or clarification.

A CAUTION Indicates a caution concerning operations that may lead to injury to
persons, or damage to property if not performed correctly. In order to
use the printer safely, always pay attention to these cautions.

@ IMPORTANT Indicates operational requirements and restrictions. Be sure to read
these items carefully in order to operate the printer correctly, and to
avoid damage to the printer.

&> NOTE Indicates a clarification of an operation, or contains additional
explanations for a procedure. Reading these notes is highly
recommended.

Keys and Buttons Used in This Manual

Keys and buttons used in this manual may differ in form depending on the model of
the printer you are using.

The following are a few examples of how keys and buttons are depicted in this
manual:

« Keys on the Printer: [Key Name]
Example: [Online]
[Utility]
« Buttons on Computer Operation Screen: [Button Name]
Example: [OK]
[Device Settings]

<



Displays Used in This Manual

Displays used in this manual may differ from those shown on your computer display,
depending on the system.

The buttons to be clicked are marked with a C__ as shown below.
If multiple buttons can be clicked for a procedure, all such buttons will be marked on
the illustration.

2 Select [Administrator Mode], then click [OK].

3 Remote Ul <Top Page> : LBP5370 ; LBP5970 - Wic st Explore
T £ Vew Fovrtos Tos teb

Q- © HREG Lo o @3- B H

s [@ il D i ]

100
Copyright CANON INC. 2007
Al Rights Reserved.
2 LBP5970
g LBP5970

Language Switch Englsh ¥]

OEnd-User Mode
or the device and print jobs.  Enables to brawse device and ob information

Password:

©Administrator Mode

k) D—— Click this button for operation.
S E] 1

® Interet

Abbhreviations Used in This Manual

In this manual, product names and model names are abbreviated as follows:

[®

Microsoft Windows 2000: Windows 2000
Microsoft Windows XP: Windows XP
Microsoft Windows Server 2003: Windows Server 2003
Microsoft Windows Vista operating system: Windows Vista
Microsoft Windows operating system: Windows

Wireless Network Interface Board NB-W2: NB-W2

vi



Legal Notices

FCC (Federal Communications Commission)

Note : This equipment has been tested and found to comply with the limits for a
class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

Use of shielded cables are required to comply with Class B limits in Subpart B of
Part 15 of the FCC Rules.

Do not make any changes or modifications to the equipment unless otherwise
specified in the manual. If you make such changes or modifications, you could be
required to stop operation of the equipment.

If your equipment malfunctions, please contact your local authorized Canon dealer
from whom you purchased the equipment (if under warranty), or with whom you
have a servicing contract. If you are not sure who to contact, and have both
purchased and are using the equipment in the U.S.A., please refer to the
"SUPPORT" page on Canon U.S.A.'s Web site (http://www.usa.canon.com).

This transmitter must not be co-located or operated in conjunction with any other
antenna or transmitter.

This device complies with Part 15 of FCC Rules.

Operation is subject to the following two conditions: (1) this device may not cause
interference, and (2) this device must accept any interference, including
interference that may cause undesired operation of this device.




This equipment complies with FCC radiation exposure limits set forth for
uncontrolled environment and meets the FCC radio frequency (RF) Exposure
Guidelines in Supplement C to OET65. This equipment should be installed and
operated with at least 20cm and more between the antenna and person's body
(excluding extremities: hands, wrists, feet and ankles).

Security Warnings Regarding the Use of Wireless LAN

Products

A Wireless LAN enables you to exchange information between devices (such as
computers) and wireless access points using radio waves, instead of a physical
LAN cable. You are advised that unauthorized access could be possible and
security features should be configured as appropriate. (For information on selecting
encryption and authentication methods, see "Security Settings (General Network
Environment: Not Using an Authentication Server)" (p. 3-27) and "Security Settings
(Enterprise Environment: Using an Authentication Server)" (p. 3-47).)

On the other hand, as radio waves penetrate to all areas within a certain radius and
go through obstacles (such as walls), the following problems can occur if security
settings are not specified.

- Transmitted data can be eavesdropped on
Third parties with malicious intent can deliberately intercept the radio waves and
possibly steal the following information:

- Personal information such as IDs, passwords, or credit card numbers.

- E-mail content
- Unauthorized infiltration

Third parties with malicious intent can access a personal or corporate network

without authorization, and possibly perform the following:

- Extract personal or confidential information (information leakage)

- Impersonate a specific individual to perform communication or send out

misleading information (impersonation)

- Overwrite and resend intercepted information (modification)

- Send a computer virus, etc., to destroy data or systems (destruction)
Wireless LAN cards and wireless access points have security features to deal with
these problems. Therefore the possibility of such problems can be reduced by
specifying the security settings of the wireless LAN product.

The customer must understand the problems that may occur if security settings are
not specified and take responsibility for decisions regarding security. It is
recommended you specify security settings when using this product.
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Canon, the Canon logo, LBP, and NetSpot are trademarks of Canon Inc.

Adobe, Adobe Acrobat, and Adobe Reader are trademarks of Adobe Systems
Incorporated.

Apple and Macintosh are trademarks of Apple Inc., registered in the U.S. and other
countries.

Microsoft, Windows, and Windows Vista are trademarks or registered trademarks of
Microsoft Corporation in the U.S. and/or other countries.

Other product and company names herein may be the trademarks of their
respective owners.

Copyright 2008 by Canon Inc. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any
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information storage or retrieval system without the prior written permission of
Canon Inc.

For information on the licenses for the software included in this product, see the
"license.txt" file included on the enclosed CD-ROM.

Disclaimers

The information in this document is subject to change without notice.

CANON INC. MAKES NO WARRANTY OF ANY KIND WITH REGARD TO THIS
MATERIAL, EITHER EXPRESS OR IMPLIED, EXCEPT AS PROVIDED HEREIN,
INCLUDING WITHOUT LIMITATION, THEREOF, WARRANTIES AS TO
MARKETABILITY, MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OF USE OR AGAINST INFRINGEMENT OF ANY PATENT. CANON
INC. SHALL NOT BE LIABLE FOR ANY DIRECT, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY NATURE, OR LOSSES OR EXPENSES
RESULTING FROM THE USE OF THIS MATERIAL.




Export Regulations

The Products are subject to control of the Foreign Exchange and Foreign Trade
Law of Japan. (The Law, hereafter)

In the event the Products are exported or brought abroad, all applicable export
control rules and regulations under the aforementioned Law and of the country
involved must be complied with.




CHAPTER

This chapter describes the things you need to check before using NB-W2, such as the network
environments with which NB-W2 is compatible and the procedures for configuring NB-W2.

Checking the Network. . . .. ... 1-2
System Requirements . . ... .. 1-4
General System Environment (Not Using an Authentication Server). .................. ... 1-4
System Environment to Perform 802.1X Authentication (Using an Authentication Server) . . . .. 1-5
Setting Procedure for NB-W2. . . .. ... 1-6
Checking the LAN Adapter in the Computer that Performs Printing. . ............... 1-8




Before You Start !

Chgo;lﬂng the Network

NB-W2 can be used in either of the following network environments that have an
access point.

& NOTE

NB-W2 normally communicates in the infrastructure mode, which works via an access
point.

The ad hoc mode which does not communicate via an access point can be used only if
some problem has occurred in NB-W2. For more details, see "Emergency Startup
Mode," on p. 5-17.

B Environment where the computer, access point, and NB-W2 communicate
wirelessly

1-2
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B Environment where the computer and access point are connected by a
LAN cable and the access point and NB-W2 communicate wirelessly

Checking the Network

1-3
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Before You Start !

Sy Requirements

This section describes the system requirements of NB-W2, including the types of

access points it supports.

@ MPORTANT

For information on the wireless LAN devices that can communicate with the NB-W2, see
the Canon Web site (http://www.usa.canon.comy/).

& NOTE

For details on system requirements for printing, see "Driver Guide" (PDF manual)
supplied with the printer. For details on available network environments, see "Network

Guide" (PDF manual).

Server)

General System Environment (Not Using an Authentication

If you want to use NB-W2 in a small network environment such as a SOHO
environment, you need the following access point.

M Access Point

* An access point compatible with IEEE 802.11g or IEEE 802.11b in the 2.4 GHz band
(ISM (Industrial Scientific Medical) band)

» The following conditions are also required depending on the security system.

WEP

An access point which supports 64-bit or 128-bit WEP

WPA/WPA2 + PSK

An access point compatible with WPA or 802.11i (WPA2)

» An access point that supports IP v. 6 if you want to use the IP v. 6 functions

& NOTE

NB-W2 cannot communicate with an IEEE 802.11a (5 GHz band) access point.

1-4
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System Environment to Perform 802.1X Authentication
(Using an Authentication Server)

If you want to perform 802.1X authentication in an enterprise environment or
another environment, you need the following access point and authentication
server.

M Access Point

* An access point compatible with IEEE 802.11g or IEEE 802.11b in the 2.4 GHz band
(ISM (Industrial Scientific Medical) band)

« The following conditions are also required depending on the security system.

An access point which supports 802.1X

802.1X/EAP + WEP authentication and Dynamic WEP

An access point compatible with WPA or 802.11i
WPA/WPA2 + 802.1X/EAP (WPA2), which supports 802.1X authentication
(supports WPA/WPA2 Enterprise)

 An access point that supports IP v. 6 if you want to use the IP v. 6 functions

&2 NOTE

NB-W2 cannot communicate with an IEEE 802.11a (5 GHz band) access point.

B RADIUS Authentication Server
» A RADIUS authentication server, which supports EAP-TLS, PEAP, or EAP-TTLS

& NOTE

« If the access point has the function of an authentication server, you do not need a
RADIUS authentication server.

« To use a RADIUS authentication server, you need a server certificate and root CA
certificate.

« To use EAP-TLS, you need a client certificate and client private key. If not using an

external authority to issue certificates and private keys, you need to use a certificate
authority.

System Requirements 1-5

Before You Start H



Before You Start !

Procedure for NB-W2

The setting procedure for NB-W2 is as follows.

Checking the LAN Adapter (See p. 1-8)

T
Installing NB-W2 (See p. 2-4)

T
IP Address Setting (IP v. 4) (See p. 3-2)
T
IP v. 6 Settings (See p. 3-10)

T
Network Settings Other than the IP Address Setting (See p. 3-17)

Setting Procedure for NB-W2



Security Settings for the Access Point and Computer (See p. 3-20)

SSID Settings (See p. 3-21)

Security Settings for NB-W2
- Security Settings (General Network Environment: Not Using an
Authentication Server) (See p. 3-27)
- Security Settings (Enterprise Environment: Using an Authentication Server)
(See p. 3-47)

Switching the Network to Be Used to NB-W2 (See p. 3-103)

Setting Procedure for NB-W2 1-7
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Before You Start !

Ch

Pr

ecking the LAN Adapter in the Computer that Performs

Before you start, check if the LAN adapter in your computer is operating properly
using the following procedure.

& NOTE

« If you are using the LAN adapter for the first time, install the LAN adapter and its driver
and software in advance, as needed. For details on the installation procedures, see the
instruction manual supplied with the LAN adapter.

» This section describes the procedure, taking Windows as an example.

1 Display [Device Manager].

» For Windows 2000
1. From the [Start] menu, select [Settings] — [Control Panel].
2. Double-click the [System] icon.
3. Click [Hardware] — [Device Manager].

» For Windows XP
1. From the [Start] menu, select [Control Panel].
2. Click [Performance and Maintenance] — [System].
3. Click [Hardware] — [Device Manager].

» For Windows Server 2003
1. From the [Start] menu, select [Control Panel] = [System].
2. Click [Hardware] — [Device Manager].

» For Windows Vista
1. From the [Start] menu, select [Control Panel].
2. Click [Hardware and Sound] — [View hardware and devices].

NOTE
If you are using Windows Vista and the [User Account Control] dialog box appears,
click [Continue].

Double-click [Network adapters].

If "X" or "I" is displayed on the LAN adapter icon, the LAN adapter is not operating
properly. See the instruction manual supplied with your LAN adapter to make it
operate properly.

1-8
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CHAPTER

This chapter describes the parts and functions of NB-W2 and the procedure for installing

NB-W2.
Confirming the Contents of the Box . .. ... .. . 2-2
Parts and Their Functions. . . .. ... . . 2-3
Installing NB-W . . .. . 2-4




Installing NB-W2 H

(:oui_m' ing the Contents of the Box

Make sure that all the following items are contained in the box before installing

NB-W2. If any items are missing or damaged, please contact your local authorized
Canon dealer.

Screws
(2 pieces)

Wireless Network Interface
Board NB-W2

Guide sheet

A\ cAUTION

« Be sure to turn the printer OFF, and then disconnect all the interface cables and
power cord from the printer before installing NB-W2. If you attempt to install
NB-W2 when the printer is ON or when any cables are connected to the printer,
this may result in an electrical shock.

 Be careful when handling NB-W2. Touching the edges or any sharp parts of
NB-W2 may result in personal injury.

@ mPORTANT
NB-W2 contains components that are sensitive to static electricity. Observe the following
precautions when handling NB-W2 to prevent damage from static electricity.
- Touch a metal object to dissipate static electricity before handling it.
- When handling it, do not touch anything that generates static electricity such as the
computer display.
- Do not touch the NB-W2 parts, printed circuits, or connectors with your hands.
- To prevent NB-W2 from being affected by static electricity, keep it in the protective bag

until it is ready to be installed. You will need the protective bag after you remove NB-W2
to hold it. Keep the protective bag. Do not discard it.

2-2

Confirming the Contents of the Box



Pa nd Their Functions

©@ ®

@ Printer Connector

Connects to the printer. Do not touch the connector
directly with your hands.

® Antenna

When you have difficulty communicating, rotate the
antenna to make an adjustment.

® LNK Indicator (Green)

Comes on if NB-W2 is connected to the network
properly.

@ ERR2 Indicator (Orange)
Blinks in cases such as where a problem has
occurred in the hardware of NB-W2.

® ERR1 Indicator (Yellow)

Blinks in cases such as where there is a problem
with the security settings and where an error has
occurred during the authentication.

Parts and Their Functions 2-3
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Installing NB-W2 H

Insﬂng NB-W2

Install NB-W2 in the expansion slot of the printer unit using the following procedure.
A Phillips screwdriver is required for installing NB-W2. Have a screwdriver ready in
advance that matches the size of the screws.

B Mounting Location of NB-W2
Install NB-W2 in the following location.

T

This slot is for
a hard disk.

1 Perform the following procedure.

Turn the printer OFF .

If a USB cable is connected, turn the computer off 2), and then disconnect the
USB cable from the printer (3.

Disconnect the power plug from the AC power outlet (@).

2-4
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If you are using a hard disk in the printer, turn the printer OFF after performing a
shutdown (See the manuals supplied with the printer).

If you are not using a hard disk, make sure that the Job indicator is off and that
the printer is not printing by checking the display.

@ MPORTANT

Be sure to turn the printer OFF before inserting or removing NB-W2. If you insert or

remove NB-W2 with the printer ON, this may result in damage to NB-W2 or the
printer.

2 Remove the power cord from the printer.

3 If a LAN cable is connected, disconnect it from the printer.

If there is insufficient space to install NB-W2, move the printer to a place where
you can work easier.

Installing NB-W2 2-5
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Installing NB-W2 u

4 Remove the screws and remove the protective plate for the
expansion slot.

>

&

@

R

i

&2 NOTE

« You will need the removed protective plate and screws when you remove NB-W2 in
the future. Be sure not to misplace them.

« After removing the protective plate, do not drop screws, paper clips, staples, or
other metal objects inside the expansion slot. If any of these objects should drop
inside the expansion slot, do not plug the power plug into the AC power outlet and
contact your local authorized Canon dealer.

2-6
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5 Rotate the antenna to the position shown in the figure.

6 Insert NB-W2 into the expansion slot.

Hold the metal panel portions of NB-W2 and insert it straight while aligning it with

the guide rails inside the expansion slot.

(S

AR RTTTITRRRNTTRTehg

@ mPORTANT
* Insert NB-W2 securely.

* Do not touch the NB-W2 parts, printed circuits, or connectors with your hands.

Installing NB-W2

2-7
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Installing NB-W2 H

7 Secure the top and bottom portions of NB-W2 with the two
screws supplied with NB-W2,

exﬁ
(M MPORTANT

« Rotate the antenna back to its original position after securing NB-W2 with the
SCrews.

» When you have difficulty communicating, rotate the antenna in the following range
to make an adjustment.

\\\\\\\\\\\\\\\\\\\\y\

2-8
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8 Connect the LAN cable to the printer.
9 Connect the power cord to the printer.
10 Plug the power plug into the AC power outlet.

11 Connect the USB cable to the printer as needed.

The installation of NB-W2 is completed. Next, set the IP address. (See p. 3-2)

Installing NB-W2

2-9
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CHAPTER

This chapter describes the procedures for setting NB-W2 to use on a network as well as for
specifying the security settings.

IP Address Setting (IP V. 4) . . ..o oo 3-2
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Settings for NB-W2 E

IP &ress Setting (IP v. 4)

You need to set the IP address for NB-W2 so that it can communicate with your

access point and computer. Set the IP address using any one of the following
methods.

@ MPORTANT
You can assign different IP addresses to the printer (standard network) and NB-W2. If

"Primary Network Setting" is set to "NB-W2", the IP address assigned to NB-W2 is

enabled (See "Switching the Network to Be Used (Switching between Standard Network
and NB-W2)," on p. 3-103).

H IP Address Setting Using the Remote Ul (See p. 3-3)
Set the IP address using the Remote Ul. The Remote Ul is software that allows you to

access the printer via a network from your web browser and specify the settings such as
the network settings.

M mMPORTANT

To use the Remote Ul, your network environment needs to fulfill the following conditions.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied with
the printer.

H IP Address Setting Using the Printer's Control Panel (See p. 3-8)
Set the IP address using the printer's control panel.

3-2
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Settings Using the Remote Ul

@ mMPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

R, Remote UI

Copyiight CANON INC. 2007
Al Rights Reserved

LBP5970
LBP5970

OEnd-User Mode

) o
o the device and printjobs.  Enables 1o browse device and job inormation.

ok |

Lt Updsted 27000207 07:27:47
®

nnnnnn

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.
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3 Click [Device Settings] on the left, then click [Extension Card].

Remote Ul <Control Menu:

5970 ; LBP59T0 - Microsoft Internet Explorer.
Fle Bt vew Favorles Took Heb

Q- O B B O] POt rreein @] 2
sthess (8 iy v8e [us >
LBP5970
°E Lepso70
e Control Menu
e Power Save Mode: on
Power Save ModeinError. On
| Device Manager_| Time o Enter PONST Sae 10 minutos
e Waming Step: Check Toner Continue Prirting
i SR Auto Error Skip: off
Panel Language Switch Engiish
¥ Paper Source Meny Show Warnings: Check Toner. on
: Check Fixing Uit on
Check Waste Toner Cortainer: On
Check Drum on
Cassette Empty. on
E-mail Transmission Error. 0N
Timer Setings Wake Up Timer off
Wake Up Time 1200

Power Save Timer:  Off
Power Save Time:  12:00

Calibration Timer ___(ff v
| &] 0cre. @ inerer

4 ciick [NB-W2] — [Wireless LAN Settings] — [TCP/IP Settings
(IPv4)] — [IP Mode].

A Remote Ul <Extension Card> : LBP597
Flo £ vew Faortss Took Heb

Qe - © ¥ [ B Psewen Sormones & (2 2 F

s | @l gl

%

To Top page. Backto the Previous Menu|

Administrator Mode.

P5970 - Wicrosoft Internet Explorer

TCPIIP Settings (Pv4)

—

Device Settings. BOOTP oF

RARP oF
IP Address 0000
Subnet Mask 0000
Gateway Address 0000
WIS O
| =S © ianet =
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5 Select the method for setting the IP address.

@ If you want to specify the IP address using DHCP, BOOTP, or RARP

U Select [Auto], then click [OK].

@ © et

@ If you want to assign the IP address directly
U Select [Manual], then click [OK].

Extension Card

]

ol @ Internet

U Confirmation messages are displayed twice. Click [OK] each time.

IP Address Setting (IP v. 4)
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6 Specify the IP address.

@ If you selected [Auto] in Step 5
Q Click [DHCP], [BOOTP], or [RARP].

Que- © - | D | Psesin Porwons @
adaess (@
I TCPIIP Settings (IPv4)
| 7o Top page

Administrator Modo.

Back o the Provious Menu

3| Pseatn Poraens @
C B oHer

] o omen
o e S G
R

&2 NOTE

* You can select only one from DHCP, BOOTP, and RARP.

« To assign the IP address using DHCP, RARP, or BOOTP, the server (or daemon) for
respective protocols needs to be running on the network. For example, if you want
to use DHCP, you need the DHCP server (or daemon).

» Because it takes approximately two minutes to check whether DHCP, BOOTP, and
RARP are available, it is recommended that you do not select the check box(es) for

the unused protocol(s).

« If you specify the setting so that the IP address is automatically assigned to NB-W2
by the functions of the DHCP server, the printer may not be able to print after you
cycle the power of the printer. This is because a different IP address from the one

that has been used is assigned.

If you want to use the functions of the DHCP server, consult your network
administrator and perform either of the following settings.
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- Specifying the DNS Dynamic Update function (See Network Guide)
- Specifying the settings so that the same IP address is always assigned when the
printer starts up (Consult your network administrator)

U Confirmation messages are displayed twice. Click [OK] each time.

@ If you selected [Manual] in Step 5
U Click [IP Address].

Back o the Preiaus Menu

Off
O
Of
00.0.0
0000
0000

WINS OFf

€1 0cee © et

IP Address

TP Address 1921680214 ) 0,0.0-255.255 255.255)

€] 0cre © et

U Confirmation messages are displayed twice. Click [OK] each time.

The IP address setting is now completed.
If you want to specify the network settings other than the IP address setting, perform the
following settings.

» Network Settings (See p. 3-17)

If you do not want to specify the network settings other than the IP address setting,
perform the following settings.

+ Security Settings for the Access Point and Computer (See p. 3-20)

IP Address Setting (IP v. 4) 3-7
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Settings Using the Printer's Control Panel

@ MPORTANT
» When you want to go back up the hierarchy, press [ A ].

« For details on the procedures for setting the control panel, see "User's Guide" (PDF
manual) supplied with the printer.

1 Press [Settings], select INTERFACE MENU using [ <] and [»>],
then press [OK].

Select EXTENSION CARD using [ €] and [»], then press [OK].
Select NB-W2 using [ 4] and [»> ], then press [OK].
Select TCP/IP (IP V.4) using [ «] and [»>], then press [OK].

Select IP MODE using [ «] and [»], then press [OK].

O G A QO N

Select the method for setting the IP address.

@ If you want to specify the IP address using DHCP, BOOTP, or RARP
Q Select AUTO using [ €] and [ »], then press [OK].

@ If you want to assign the IP address directly
U Select MANUAL using [ €] and [ »], then press [OK].

7 Specify the IP address of the printer.

@ If you selected AUTO in Step 6
U Select DHCP, BOOTP, or RARP using [ €] and [ ™ ], then press [OK].
QO Select ON using [ €] and [ » ], then press [OK].

&2 NOTE

* You can select only one from DHCP, BOOTP, and RARP.

3-8

IP Address Setting (IP v. 4)



« To assign the IP address using DHCP, RARP, or BOOTP, the server (or daemon) for
respective protocols needs to be running on the network. For example, if you want
to use DHCP, you need the DHCP server (or daemon).

* Because it takes approximately two minutes to check whether DHCP, BOOTP, and
RARP are available, it is recommended that you set the unused protocol(s) to OFF.

« If you specify the setting so that the IP address is automatically assigned to NB-W2
by the functions of the DHCP server, the printer may not be able to print after you

cycle the power of the printer. This is because a different IP address from the one
that has been used is assigned.

If you want to use the functions of the DHCP server, consult your network

administrator and perform either of the following settings.

- Specifying the DNS Dynamic Update function (See Network Guide)

- Specifying the settings so that the same IP address is always assigned when the
printer starts up (Consult your network administrator)

@ If you selected MANUAL in Step 6

U Select IP ADDRESS using [ €] and [ ™ ], then press [OK].
U Enter the IP address, then press [OK].

& NOTE

To enter IP ADDRESS, press [ €] or [ » ] to move the cursor to each field (an area
separated by periods to enter three-digit numbers) in which you want to enter
respective values of the address. The numbers in the field blinks, allowing you to
enter the value. Pressing [ A ] increases the value and [ ¥ | decreases the value.
After entering values in all the fields, press [OK] to confirm the setting.

The IP address setting is now completed.
If you want to specify the settings for IP v. 6, perform the following settings.
* Settings for Using IP v. 6 (See p. 3-10)

If you want to specify the network settings other than the IP address setting, perform the
following settings.

» Network Settings (See p. 3-17)

If you do not want to specify the settings for IP v. 6 or the network settings other than the
IP address setting, perform the following settings.

» Security Settings for the Access Point and Computer (See p. 3-20)

IP Address Setting (IP v. 4) 39
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Se!ﬂ' s for Using IP v. 6

This section describes the procedure for setting TCP/IP v. 6.
Specify the settings for TCP/IP v. 6 using the Remote Ul or printer's control panel
after specifying the settings for TCP/IP v. 4.

@M MPORTANT
* You cannot use only the IP v. 6 functions without using the IP v. 4 functions.
« To use the IP v. 6 functions, you need an access point that supports IP v. 6.
« IPsec encryption (Security Architecture for Internet Protocol) is not supported.

& NOTE

« If you want to specify the setting using the printer's control panel, press [Settings], select
the following items in order using [ « ] and [ » ], and then press [OK].
- INTERFACE MENU — EXTENSION CARD — NB-W2 — TCP/IP (IP V.6)
The settings for IP v. 6 are displayed. Specify each setting.
However, you cannot enter an address from the printer's control panel. Enter it from the
Remote Ul.

* You can register up to seven IP v. 6 addresses in NB-W2. IP v. 6 communication allows
you to use multiple IP v. 6 addresses simultaneously.

H IP v. 6 Address Categories

Registrable

e Number

Overview

A link-local address is automatically set with
a combination of the specific prefix "fe80::"
(information which indicates the network to
which NB-W2 belongs) and the interface
Link-Local identifier created from the MAC address of
Address NB-W2.

Because this address is valid only within the
same prefix, it cannot traverse the router.
One link-local address is specified for
NB-W2 whenever the IP v. 6 is being used.

This is an address that you can enter
manually.

Manual Address Oto1 By specifying the IP address manually, you
can specify the prefix length and the default
router address.
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Registrable

Type Number

Overview

A stateless address is automatically set with

a combination of the prefix included in RA
Stateless Address O0to6 (Router Advertisement) sent by the router
and the MAC address of NB-W2.

You can obtain a stateful address from the
Stateful Address Otod DHCP server using DHCP V. 6.

(M MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network or NB-W2)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

@ © et
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&> NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

et vew
Qe - O =
e @ oty Ve [us»
LBP5970
0! = frsiy
e Control Menu Change
Administrator Mode Poner Save Mode: on
Power Save ModeinError. On
§ " Devico wanager | Time to Enter Power Save
e 10 minutes
e Waming Step Check Toner Continue Prirting
i SR Auto Error Skip: off
Panel Language Switch English
Paper Source Menu Show Warnings Check Toner on
Check Fixing Uit on
Check Waste Toner Cortainer. On
Check Drum on
Cassette Empty on
E-mail Transmission Error. 0N
Timer Setings Wake Up Timer off
Wake Up Time 1200
Power Save Timer:  Off
Power Seve Time: 1200
Colibrotion Timer (¥
€ 0c0e © intemex

4 Click [NB-W2] — [Wireless LAN Settings] — [TCP/IP Settings
(IPv6)] — [Use IPv6].

Q- © (X[ B Psuer Frroms @ 25 F
adres @ moil] VB >
z TCPIIP Settings (IPv6)
o
Administrator Wodo
or
= Link-Local Address Conld nt obtain
Use Stateless Address on
Stateless Address 1 Conld ot obtan
Use Manual Addsess Off
Manual Address
Beefe Length 6
Defaut Router Addsess
[€100ne © iman
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5 Select the [Use IPv6] check box, then click [OK].

2 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer
Fie Edt Vew Favrtes Toos fep

Use IPv6
| ToToppage | ok Cancel

Administrator Mode

[ ovvc s 8 (G

Job Manager

51 oore © reerne:

6 Confirmation messages are displayed twice. Click [OK] each
time.

7 Specify the stateless address.
If you do not want to use a stateless address, proceed to Step 8.
U Click [Use Stateless Address).
U Select the [Use Stateless Address] check box, then click [OK].

Menu
Extension Card

&]oere. © et

U Confirmation messages are displayed twice. Click [OK] each time.

&2 NOTE

The stateless address will be discarded when you restart this product (when you
turn the printer ON).

Settings for Using IP v. 6 3-13
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8 If you want to use a manual address, specify the following
settings.

If you do not want to use a manual address, proceed to Step 9.
U Click [Use Manual Address].

Q Select the [Use Manual Address] check box, then click [OK].

Fie. w
D Psextn § -z B
m Use Manual Address
e ok | Jcancel |

Administrator Modo.

T

Job Manager

xxxxxx

Q Confirmation messages are displayed twice. Click [OK] each time.
Q Click [Manual Address].

U Enter [Manual Address], then click [OK].

& © ot

U Confirmation messages are displayed twice. Click [OK] each time.
Q Click [Prefix Length].
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U Enter [Prefix Length], then click [OK].

Bl ® e

1 Confirmation messages are displayed twice. Click [OK] each time.

U If required, click [Default Router Address], enter [Default Router Address], and
then click [OK].

U Confirmation messages are displayed twice. Click [OK] each time.

(M MPORTANT

You cannot enter the following kinds of addresses in [Manual Address] and [Default
Router Address].

- Multicast address (an address which starts with "ff")
- An address which consists of all zeros

9 Specify DHCP v. 6.
If you do not want to use a stateful address, proceed to Step 10.
U Click [Use DHCPv8].
U Select the [Use DHCPV6] check box, then click [OK].

E
Support Links

& 0ere © e

1 Confirmation messages are displayed twice. Click [OK] each time.
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10 The settings for IP v. 6 is completed.

If you want to specify other network settings, perform the following settings.

» Network Settings (See p. 3-17)

If you do not want to specify other network settings, perform the following settings.
» Security Settings for the Access Point and Computer (See p. 3-20)
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Newk Settings

NB-W?2 allows you to specify the following network settings, other than the settings
specified in "IP Address Setting (IP v. 4)," on p. 3-2. Specify the settings using the
Remote Ul or the printer's control panel as needed. For more details on the
settings, see "Network Guide" (PDF manual) supplied with the printer.

& NOTE

« After specifying the settings, you need to perform a hard reset or cycle the power of the
printer. After performing a hard reset or restarting the printer, the settings are effective.

* The setting value specified in the standard network is reflected for the settings (such as
the settings for SMB and SNMP) that are not described in this section. For details on the
procedure for setting the standard network, see the manuals supplied with the printer.

B Options related to TCP/IP (IP v. 4)
* Specify the settings in "TCP/IP Settings (IPv4)" ("Extension Card" — "NB-W2" —
"Wireless LAN Settings" (select only in the Remote Ul) = "TCP/IP Settings (IPv4)").

Option Setting
[Subnet Mask] Enter the subnet mask.
[Gateway Address] Enter the gateway address.
[WINS] Specify if you want to use WINS.
[WINS Server Address] Enter the IP address of the WINS server.

H Options related to DNS (IP v. 4)
* Specify the settings in "DNS Settings (IPv4)" ("Extension Card" — "NB-W2" —
"Wireless LAN Settings" (select only in the Remote Ul) = "DNS Settings (IPv4)").

Option Setting
[Primary DNS Server Address] | Enter the IP address of the primary DNS server.
[Secondary DNS Server Enter the IP address of the secondary DNS server.
Address]
[DNS Host Name] Specify the host name to be added to the DNS server.
[DNS Domain Name] Enter the name of the domain to which the printer

belongs.

[Dynamic DNS] Specify if you want to use the Dynamic DNS function.

Network Settings 3-17
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H Options related to DNS (IP v. 6)

* Specify the settings in "DNS Settings (IPv6)" ("Extension Card" — "NB-W2" —
"Wireless LAN Settings" (select only in the Remote Ul) = "DNS Settings (IPv6)").

Option

Setting

[Primary DNS Server Address]

Enter the IP address of the primary DNS server.

[Secondary DNS Server
Address]

Enter the IP address of the secondary DNS server.

[Use IPv4 Host/Domain Name]

Specify if you want to use the same name as the one
for IP v. 4.

[DNS Host Name]

Specify the host name to be added to the DNS server.

[DNS Domain Name]

Enter the name of the domain to which NB-W2
belongs.

[Dynamic DNS]

Specify if you want to use the Dynamic DNS function.

[Register Stateless Address]

Register the stateless address in the DNS server.

[Register Manual Address]

Register the manual address in the DNS server.

[Register Stateful Address]

Register the stateful address in the DNS server.

H Options related to NetWare

* Specify the settings in "NetWare Settings" ("Extension Card" — "NB-W2" — "Wireless
LAN Settings" (select only in the Remote Ul) = "NetWare Settings").

Option Setting
[NetWare] Specify whether to use NetWare.
Specify the frame type being used in your system
[Frame Type] environment.

H Options related to AppleTalk

* Specify the settings in "AppleTalk Settings" ("Extension Card" — "NB-W2" — "Wireless
LAN Settings" (select only in the Remote Ul) — "AppleTalk Settings").

Option

Setting

[AppleTalk]

Specify whether to make the printer detected on the
AppleTalk network.

[Service Name]

Enter the printer name. The name specified in this
option is displayed on Chooser or the printer list of
Macintosh.

Network Settings




Option

Setting

[Zone]

name.

If any zones are set up on the network, enter the zone

M Other options

* Specify the settings in "Startup Time Settings" ("Extension Card" — "NB-W2" —

"Wireless LAN Settings" (select only in the Remote Ul) = "Startup Time Settings").

Option

Setting

[Startup Waiting Time(Sec.)]

when the protocol starts.

Specify the time from when the printer is turned ON to

After completing the network settings, specify the following settings next.
» Security Settings for the Access Point and Computer (See p. 3-20)

Network Settings
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Seﬂy Settings for the Access Point and Computer

After completing the network settings for NB-W2, specify the security settings for
the access point to be used and your computer.

B Security settings for the access point

If you have not specified the security settings for the access point yet, specify the security
settings.

When doing so, refer to the following sections because you need to specify the same
security settings as those for NB-W2.

« Security Settings (General Network Environment: Not Using an Authentication Server)
(See p. 3-27)

« Security Settings (Enterprise Environment: Using an Authentication Server) (See p. 3-47)

& NOTE

For details on the security settings for the access point, see the instruction manual
supplied with the access point.

B Security settings for the computer
If you have not specified the security settings for the wireless LAN adapter in the
computer that performs printing yet, specify the security settings.

&2 NOTE

« For details on the security settings for the wireless LAN adapter, see the instruction
manual supplied with your operating system or the wireless LAN adapter as well as its
Help.

« If your access point and computer are connected by a LAN cable, you do not need to
specify the settings.

After completing the security settings for the access point and computer, specify the
following settings next.

» SSID Settings (See p. 3-21)
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SS

ettings

Specify the settings for SSID using the following procedures. Use the Remote Ul or
printer's control panel.

There are the following two ways to specify the settings for SSID.

B Detecting and selecting the access point
NB-W2 has the function to detect access points.
Specify the settings for SSID by selecting the detected access point.

@ MPORTANT
If you select an access point, the following options are specified automatically.
- [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Security]”
- [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Encryption for WPA/
WPA2] (only if WPA/WPA2 is selected)

* If you select an access point in which [WEP] is displayed for its security mode, [Security] is set to [WEP].
If you want to use 802.1X/EAP + WEP (Dynamic WEP), set [Security] to [802.1X/EAP + WEP]. (See
"802.1X/EAP + WEP Settings," on p. 3-47)

B Specifying SSID by entering it manually
If the access point is not detected, enter the SSID of the access point manually.

&> NOTE

If the access point is set to "Any Rejection" or "Stealth Mode", it cannot be detected. For
this kind of access point, specify its SSID by entering it manually.

Settings Using the Remote Ul

@ MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

SSID Settings 3-21
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1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network or NB-W2)>/
Input Example: http://192.168.0.215/

&2 NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

niiress @ o] S8 ws )
2, Remote UI
Version 1.0
Copyright CANON INC, 2007
[ Al Rights Ressned
| LBP5970
- « LBP5970

Language Switch English v

OEnd-User Mode
or the device and print jobs.  Enables to browse device and job information.

Password:
OK
- - @
|G ® ot

& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

LBP5970
= reiey

Control Menu Change
Power Save Mode: on
Power Save Mode inError:  On
Time to Enter Power Save
ok 10 minutes
Warning Step Check Toner Continue Printing
Ao Error Skip off
Panel Language Switch English
Show Warnings Check Toner. On
Check Fixing Urit on
Check Waste Toner Cortainer On
Check Drum on
Cassette Empt on
E-mail Transmission Error.~ On
Timer Settings Wake Up Timer oft
Weake Up Time: 1200
Power Save Timer.  Off
Power Save Time: 1200
Caliheation Timer O ]
100e © tenet
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4 Specify the settings for SSID.

« If you want to detect and select the access point (See p.

3-23)

« If you want to specify SSID by entering it manually (See p. 3-24)

@ If you want to detect and select the access point

U Click [NB-W2] = [Wireless LAN Settings] = [SSID Settings] = [Access Point].

TEST WEP 5

Extension Card

&]oere. © et

U Select the SSID of the access point to communicate, the

Menu
Extension Card.

a

] oere. © et

& NOTE

n click [OK].

» SSIDs may not be able to be detected if you are using NB-W2 with the following

access point or in the following communication environment.

- An access point other than an IEEE 802.11b/IEEE 802.11g access point is being

used.
- NB-W2 is far away from the access point.

- A wall or partition exists between NB-W2 and the access point.

- Radio interference (from a microwave oven, amateur radio stations, etc.) is

present.

« The value for SSID is displayed as "SSID' 'security mode' 'signal strength™.

Example: SAMPLE WPA 1

SSID Settings
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» Up to 10 SSIDs are displayed. If the number of the detected SSIDs exceeds 10, the

10 SSIDs with the greatest signal strength are displayed, in order of signal
strength.

» Up to 21 characters for SSID are displayed. If the number of the characters
exceeds 21, the first 21 characters are displayed.

« Undisplayable characters are displayed as "." (period).

U Confirmation messages are displayed twice. Click [OK] each time.

@ If you want to specify SSID by entering it manually

QO Click [NB-W2] = [Wireless LAN Settings] = [SSID Settings] = [Display/Enter
SSID].

LBP5970 ; LBP5970 - Microsoft Internet Explorer

Access Point TESTWEP 5

&l ome ®

U Enter the SSID of the access point to communicate, then click [OK].

& © ot

& NOTE

You can enter up to 32 characters for SSID.

Q Confirmation messages are displayed twice. Click [OK] each time.
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After completing the SSID settings, specify any one of the following settings next.

+ Security Settings (General Network Environment: Not Using an Authentication
Server) (See p. 3-27)

+ Security Settings (Enterprise Environment: Using an Authentication Server) (See p.
3-47)

Settings Using the Printer's Control Panel

1 Press [Settings], select INTERFACE MENU using [ <] and [»],
then press [OK].

Select EXTENSION CARD using [ <] and [»], then press [OK].

Select NB-W2 using [ €] and [»], then press [OK].

Settings for NB-W2

Select SSID SETTINGS using [ €] and [» ], then press [OK].

G A QO N

Specify the settings for SSID.

@ If you want to detect and select the access point
1 Select ACCESS POINT using [ €] and [ »], then press [OK].
U Select SSID using [ €] and [ ® ], then press [OK].

& NOTE

» SSIDs may not be able to be detected if you are using NB-W2 with the following
access point or in the following communication environment.
- An access point other than an IEEE 802.11b/IEEE 802.11g access point is being
used.
- NB-W2 is far away from the access point.
- A wall or partition exists between NB-W2 and the access point.
- Radio interference (from a microwave oven, amateur radio stations, etc.) is
present.
« The value for SSID is displayed as "'SSID' 'security mode' 'signal strength™.
Example: SAMPLE PSK 1
» Up to 10 SSIDs are displayed. If the number of the detected SSIDs exceeds 10, the
10 SSIDs with the greatest signal strength are displayed, in order of signal
strength.
* Up to 9 characters for SSID are displayed. If the number of the characters exceeds
9, the first 9 characters are displayed.
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» Undisplayable characters are displayed as "." (period).

@ If you want to specify SSID by entering it manually
U Select DISPLAY/ENTER using [ €] and [ » ], then press [OK].

QO Move the cursor using [ €] and [ »] and enter the SSID of the access point to
communicate using [ A ] and [ ¥ ], and then press [OK].

&2 NOTE

You can enter up to 32 characters for SSID.

After completing the network settings, specify any one of the following settings next.
» Security Settings (General Network Environment: Not Using an Authentication
Server) (See p. 3-27)

» Security Settings (Enterprise Environment: Using an Authentication Server) (See p.
3-47)
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Security Settings
(Ge Network Environment: Not Using an Authentication Server)

This section describes the procedures for the security settings for using NB-W2 in a
small network environment such as a SOHO environment.

& NOTE

If you want to perform 802.1X authentication using a RADIUS authentication server, see
"Security Settings (Enterprise Environment: Using an Authentication Server)," on p. 3-47.

Security Mode Types
& NOTE

For details on the security modes which perform 802.1X authentication (such as 802.1X/
EAP + WEP and WPA/WPA2 + 802.1X/EAP), see "Security Settings (Enterprise
Environment: Using an Authentication Server)," on p. 3-47.

B WEP (Static WEP)
WEP is encryption technology which is generally used for wireless LANs. Because WEP
allows you to encrypt data sent from an access point, the data content is difficult to
decode even if the data is intercepted by a third party.

Also, because an encryption key is specified for both the access point and the computer,
unauthorized access by a third party who does not know the encryption key can be
prevented. However, because the WEP encryption key is fixed, there is a possibility that it
will be decoded.

If you want to use an access point for which WEP is specified, specify the settings for the
printer according to those for the access point.

For details on the setting procedure, see "WEP Settings," on p. 3-28.

B WPA/WPA2 + PSK

WPA and WPA2 are encryption technologies that address the weaknesses of WEP for
increased security.

Because the WEP encryption key is fixed, there is a possibility that it will be decoded.
However, WPA has a function to update the encryption key automatically. Also, it allows
the access point to have the user authentication function.

NB-W2 supports "WPA-PSK" as an authentication method.

"WPA-PSK" is an authentication method for using WPA in the environment where no
authentication server exists. It is generally used in a small network environment such as a
SOHO environment.

For details on the setting procedure, see "WPA/WPA2 + PSK Settings," on p. 3-37.
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To use WEP, specify the following settings.

Setting Procedure

Set "Security" to "WEP".

Selecting the security |* If the access point is detected and specified in "SSID

mode Settings" (See p. 3-21), this setting is not necessary, because
the setting for "Security" is specified automatically.

Entering the WEP key | Up to 4 WEP keys can be entered.

Selecting the WEP key | Select any one of the entered WEP keys.

Selecting the

S Select the authentication mode according to the access point.
authentication mode

Save the settings. Whether the specified settings have any

S e Caiie s problems is checked also.

Settings Using the Remote Ul

@ mMPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

&2 NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

B Remote Ul <Top Page> : LBP5970 ; LP5370 - Wirasoft Intenet Explorer EED
Flo Edk Vew Fevakes Tock Hob »
Om- © [E G Lo drroes @3- L

e [@) hepi B R

R, Remote UI

Version 100
- Copyight CANON INC. 2007
Al Rights Reserved
g ; E- Devics Name: | BP5970
b e LBP570

Language Switch Englsh ¥|

OEnd-User Mode
o the device and printjobs.  Enables 10 biowse device and job information.

Password:
OK.
[ — &
al @ Internet

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

T T T EEE
>
D Pt Sorowmes @) (2 o (B
s e ?
LBP5970
[ et
Control Menu
[ roroppape —
Administrator Mode Paower Save Mode: On
Power Save Mode in Error. on
m Time to Enter Power Save
Mode: 10 minutes.
e————— Warning Step: Check Toner: Continue Printing
eviod SR Auto Error Skip oft
Panel Language Switch: English
Show Wamings: Check Toner: On
Check Fixing Unit On
Check Waste Toner Container. On
Check Drum: on
Cassette Empty on
E-mail Transmission Error: On
Timer Settings: Wake Up Timer. off
Wake Up Time: 12:00
Power Save Timer: Off
Power Save Time: 12:00
Calibcation Timer 0¥ v
IE] Done @ Inkermet
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4 Click [NB-W2] — [Wireless LAN Settings] — [Security
Settings] — [Security].

z Security Settings
ko heProvous e
i s Wit
@ WBATWPAL +502 TXEAD
Encryption for WPA/WPA2 Auto.
Devico Stings
S a
€1 ® Internet

o o =X
ke ) (X @) G P Sorame @) 2 B
sdtess @ =
z Security
Yo Top page. OK Cancel
dminisirator Modo ]
vico Managor WPAWPAL + 602 1EAP
WPAWPA? + PSK
ob Manager 02 1EAP < WEP
ovi .
Mo
¥ Extension Card
Bl
e © ot

6 Confirmation messages are displayed twice. Click [OK] each
time.

7 Click [Back to the Previous Menul].
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8 cClick [WEP Settings].

> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

Menu
Extension Card

&

DNS Settings (Pod)
DNS Setings (Pv6)
NetWare Setings
AppleTalk Settings

Startup Time Settings

SSID Settings

Secuity Setings

802 1UEAP Settings
WPA/WPA2 PSE Settings
WEP Seftings

Save Parameter

© iernet

9 Click any [WEP KeyN(Hex 10 or26 digits)] (N =1, 2, 3, 4).
Up to 4 WEP keys can be specified. One of the specified WEP keys is to be

selected

in Step 12.

ccress | @) hitpiff
?E WEP Settings
o Top page Backtothe Pevious Menu
Administrator Mode
406 WEP Key
WEP Keyl (Hex 10 or26 dgis)
WEP Key2(FHex 10 or26 digis)
‘WEP Key3(fHex 10 or26 digits)
WEP Kege(Hex 10 or26 i)
Meny
* Extetsion Card Select WEP Key 1
802,11 Authertication Open System
a v
& O
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10 Enter the WEP key, then click [OK].

Enter a WEP key using a hexadecimal number, which consists of numbers (0 to
9), alphabets ("A" to "F" or "a" to "f"), and delimiters ("hyphen", "space", or "colon").

P £t Vo Fates Tods o -
%o D @ O] Psewir Frrowin @) - B B
z WEP Key(Hex 10 or26 digits)
ToTop page. oK Cancel
Administrator Wodo

(WEF Key1(Hex 10 or26 digis) obedelll0! )

| = © et

& NOTE

« If a WEP key is entered already, ™" (for a 40-bit WEP key) or "**" (for a 104-bit WEP
key) is displayed.

« Enter the following number of digits for WEP keys.
- For a 40-bit WEP key: 10 characters
- For a 104-bit WEP key: 26 characters

* You can enter a delimiter after every two digits (Delimiters are not counted as
digits.).

11 Confirmation messages are displayed twice. Click [OK] each
time.

12 Click [Select WEP Key].

3 Remote UI <Extension Card> ; LBP5970 ; LBP5970 - Microsoft Internet Explorer

WEP Settings

| Back o he Previous Menu
WEP Key Length 40bit WEP Key

‘WEP Koyl (Hes 10 0r26 digis)

‘WEP Key2(Hex 10 0126 digits)

‘WEP Key3(Hex 10 0r26 digis)
‘WEP Kevd(EHes 10 0r26 disis)

Mey
i Select WEP Key 1

802,11 Avthentication Open System

a
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13 Enter the number for the WEP key to be used, then click [OK].

Extension Card

&

14 Confirmation messages are displayed twice. Click [OK] each

time.

15 click [802.11 Authentication].

WEP Settings

Backtothe Provious Menu
WEP Key Length 40t WEP Key
WEP ey (Hex 10 or26 digis

WEP Key2(Hex 10 or26 digits)

&

802.11 Authentication Open System
Bl

WEP Key3(Hex 10 or26 digits)

WEP Keyd(Hex 10 or26 digte)

Stlect WEP Key 1
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16 Select the authentication mode appropriate to the access
point, then click [OK].

Device Settings.
Contiol Meny

Support Links
=

£ 0one B st

17 Confirmation messages are displayed twice. Click [OK] each
time.

18 Click [Back to the Previous Menul].

19 Click [Save Parameter].

R e

AppleTalk Settings
OC Stastup Time Settings
To Top page SSID Settings
i tir WPA/WPA2 PSK Settings
_Dovico Sottings_| WPA/WPA2 PSK Settings
= WEP Settings

WLAN Card Information
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20 ciick [0K].

2 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

@

ok | ) cancel

2 1 Confirmation messages are displayed twice. Click [OK] each

time.

After completing the WEP settings, specify the following settings next.
+ Switching the Network to Be Used (Switching between Standard Network and

NB-W2) (See p. 3-103)
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Settings Using the Printer's Control Panel

1 Press [Settings], select INTERFACE MENU using [ <] and [»>],
then press [OK].

Select EXTENSION CARD using [ €] and [»], then press [OK].
Select NB-W2 using [ «] and [»>], then press [OK].

Select SECURITY SET. using [ 4] and [»], then press [OK].
Select SECURITY using [ <] and [»> ], then press [OK].

Select WEP using [ <] and [»], then press [OK].

Press [ A] once.

Select WEP SETTINGS using [ €] and [»>], then press [OK].

© 0O N O 00 A QN

Select any WEP KEY N (N =1, 2, 3, 4) using [ €] and [»], then
press [OK].

Up to 4 WEP keys can be specified. One of the specified WEP keys is to be
selected in Step 11.

10 Move the cursor using [ €] and [»>] and enter the WEP key
using [A] and [ Y ], and then press [OK].

Enter a WEP key using a hexadecimal number, which consists of numbers (0 to
9), alphabets ("A" to "F" or "a" to "), and delimiters ("hyphen", "space", or "colon").

& NOTE
« If a WEP key is entered already, ™" (for a 40-bit WEP key) or "**" (for a 104-bit WEP
key) is displayed.
« Enter the following number of digits for WEP keys.
- For a 40-bit WEP key: 10 characters
- For a 104-bit WEP key: 26 characters

* You can enter a delimiter after every two digits (Delimiters are not counted as
digits.).
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11 Select SELECT WEP KEY using [ <] and [»], then press [OK].

12 Select the number for the WEP key to be used using [ <] and
[»], then press [OK].

13 select 802.11 AUTHENT. using [ <] and [»], then press [OK].

14 Select the authentication mode appropriate to the access
point using [ <] and [» ], then press [OK].

15 Press [ A] once.
16 select SAVE PARAMETER using [ <] and [» ], then press [OK].

17 Press [OK].

After completing the WEP settings, specify the following settings next.

» Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)

WPA/WPA2 + PSK Settings

To use WPA/WPA2 + PSK, specify the following settings.

Setting Procedure

Set "Security" to "WPA/WPA2 + PSK".

* If the access point is detected and specified in "SSID
Selecting the security mode | Settings" (See p. 3-21), this setting is not necessary,
because the setting for "Security" is specified
automatically.

S (1D G AT Select the encryption method for WPA/WPA2.
method

Enter the passphrase in ASCII format or the key in

Entering Pre-Shared Key hexadecimal format.

Save the settings. Whether the specified settings have any

il s el problems is checked also.
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Settings Using the Remote Ul

@ mMPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

pevice ame: | BP5970
Productane: L BPEIT0

xxxxxx

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.
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3 Click [Device Settings] on the left, then click [Extension Card].

23 Remote Ul <Control Menus : LBP5370 ; LBPS910 - Wicrosoft Intnet Explorer EED)
Fle Edt Vew Favortes Tools Help ir
Q- © BB G P N
s [@ o Y8 >

LBP5970
°C | = it
Control Menu
Administrator Mode Power Save Mode. On
Power Save ModeinEror  On
TmeloErerPouer S0 1 s
Mode:
S——— Warring Step: Check Toner Continue Prrting
Devic ERTAD Auto Error Skip: oft
Panel Language Switch: Engiish
¥ Paper Source Menu Show Warnings: Check Toner on
D Check Fixing Unit: on
ke Check Waste Toner Container: On
Check Drum on
Cassette Empty. on
E-mail Transmission Error. On
Timer Settings: Wake Up Timer. Off
Wake Up Time: 1200
Powier Save Timer: off
Power Save Time: 1200
Calibeation Timer 0¥ v
| €] Done D Incemet

al Click [NB-W2] — [Wireless LAN Settings] — [Security
Settings] — [Security].

3 Remote Ul <Exte  LBP5570 ; LBP5970 - Wicrooft Internet Explorer
Tl £ Vow Fovartos Toob e

Qe - ) ¥ [&) D Pseaeh Srraeres &)

cdeess [ hiepiff v B unks

Settings for NB-W2

ecurity Settings

To Top page
Administrator Mode

WPA/WPA2 + 802 1/EAP

Job Manager

Encryption for WPA/WPA2 Auto
e
oo T

» Layout Honu

¥ Ouality Menu

¥ User Maintenance.
Henu

¥ Extension Card

© ternet

D select [WPA/WPA2 + PSK], then click [OK].

2 Remote U <Fxterson Cards £ LBPS970 ;LBP570 - Wirosot Iternet Exlorer LB
Fie Edt Vew Help >

To Tor page

Administrator Mode

e

» Contral Mem
» o

» Layout Heny

* Quality Heny

» User Maintenance
Menu

»

Extension Card

© inernet
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6 Confirmation messages are displayed twice. Click [OK] each
time.

7 Click [Encryption for WPA/WPAZ2].

z Security Settings

Back 10 the Previous Menu|

Administrator Mode.

[ivice Manager Security WPAWPA2 +PSK
anage:

Encryption for WPA/WPA2 Auto.

£ 0one

8 Select the encryption method, then click [OK].

Select the encryption method according to the specifications of the access point.
If [Auto] is specified, both AES-CCMP and TKIP are supported.

z Encryption for WPAIWPA2

e
it
Control Menu

9 Confirmation messages are displayed twice. Click [OK] each
time.

10 Click [Back to the Previous Menul].
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11 click [WPA/WPA2 PSK Settings].

DNS Settings (Pod)

DNS Setings (Pv6)

NetWare Setings

AppleTalk Settings

Startup Time Settings

SSID Settings

Secuity Setings

802 1EAP Settings

WEP Seftinge

Save Parameter

12 Enter the same PSK (Pre-Shared Key) as that for the access

point.

@ If you want to enter PSK in ASCII format
U Click [PSK ASCII (8-63 characters)].

2 Romote Ul <Extonsion Card> : LOPS910 ; LBPS910 - Wicrosoft Interne Explorer

WPAWPA2 PSK Settings

SK ASCI (8-63 charasters]

ESK Hex (64 disits

Back to the Previous Menu
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U Enter a character string of 8 to 63 characters, which consists of numbers (0 to

9), alphabets ("A" to "Z" or "a" to "z"), and the symbols in the following table,
and then click [OK].

! " # $ % & ' (
) x N , - . /

: < - > ? @ [ \
] " _ ’ { | } ~

Qo

ndess (@ ol VB e

t PSK ASCII (863 characters)
[T opee ok | |] cancar

m (PSK ASCII (8-63 characters) example00l )

Dovice Settings
» Control Menu
» Paper Source Men
¥ Layout Henu
S

» User Maintenance

a

P Extension Card

& © ot

U Confirmation messages are displayed twice. Click [OK] each time.

@ If you want to enter PSK in hexadecimal format
Q Click [PSK Hex (64 digits)].

LBP5970 ; LBP5970 - Microsoft Internot Explorer

Fe Edt Vew Fovor Help

Qe - © ¥ B & Psewch Srraones €) -2 B
s [@ oy 8w s

2 WPAIWPA2 PSK Settings
e Backtothe Prevus erw |

Administrator Mode.

" Dovico Managor | PSK ASCII (8-63 characters)

.\

Device Settings
o Menu

| e © et
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U Enter a hexadecimal number (64 digits), which consists of numbers (0 to 9)
and alphabets ("A" to "F" or "a" to "f"), and then click [OK].

Bl © ons:

U Confirmation messages are displayed twice. Click [OK] each time.

& NOTE

« If PSK is entered already, it is displayed as ™" (an asterisk).

« If you want to specify PSK in hexadecimal format, be sure to enter 64 digits. You
cannot specify PSK using other than 64 digits.

13 click [Back to the Previous Menu].

14 Click [Save Parameter].

AppleTalk Settings

Startup Time Settings

SSID Settings

Secusity Setfings

202 1X/BAP Settings

WPAMWPA2 PSK Settings

WEP Settinge

o Wiseless LAN Card Management

WLAN Card Information

el
& © Internet.
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15 click [0K].

A Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

16 Confirmation messages are displayed twice. Click [OK] each
time.

After completing the WPA/WPA2 + PSK settings, specify the following settings next.

» Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)
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Settings Using the Printer's Control Panel

1 Press [Settings], select INTERFACE MENU using [ <] and [»],
then press [OK].

Select EXTENSION CARD using [ <] and [»], then press [OK].
Select NB-W2 using [ €] and [»>], then press [OK].

Select SECURITY SET. using [ <] and [» ], then press [OK].
Select SECURITY using [ <] and [»], then press [OK].

Select WPA/2 + PSK using [ <] and [»], then press [OK].

Select WPA/2 ENCRYPT. using [ <] and [»], then press [OK].

0 N O G A WO N

Select the encryption method using [ €] and [»], then press
[OK].

Select the encryption method according to the specifications of the access point.
If AUTO is specified, both AES-CCMP and TKIP are supported.

9 Press [ A] once.
10 select WPA/2 PSK SET. using [ <] and [»], then press [OK].

'” Enter the same PSK (Pre-Shared Key) as that for the access
point.

@ If you want to enter PSK in ASCII format
1 Select ASCII 8-63 CHAR using [ €] and [ »], then press [OK].
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U Move the cursor using [ €] and [ » ] and enter a character string of 8 to 63
characters, which consists of numbers (0 to 9), alphabets ("A" to "Z" or "a" t
"z"), and the symbols in the following table, using [A Jand [V ].

@]

! " # $ % & ' (

) * + s - . /

: < = > @ [ \ ]

" _ ’ { | } ~
U Press [OK].

@ If you want to enter PSK in hexadecimal format
U Select HEX (64 DIGITS) using [ €] and [ » ], then press [OK].

QO Move the cursor using [ €] and [ ®] and enter a hexadecimal number (64
digits), which consists of numbers (0 to 9) and alphabets ("A" to "F" or "a" to
"), using[A]and [V ].

&2 NOTE

« If PSK is entered already, it is displayed as "*" (an asterisk).

« If you want to specify PSK in hexadecimal format, be sure to enter 64 digits. You
cannot specify PSK using other than 64 digits.

U Press [OK].

12 Press [ A] once.

13 select SAVE PARAMETER using [ <] and [»], then press
[OK].

14 Press [OK].

After completing the WPA/WPA2 + PSK settings, specify the following settings next.

» Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)
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Security Settings

(En ise Environment: Using an Authentication Server)

This section describes the procedures for the security settings for performing
802.1X authentication in an enterprise environment or another environment.

& NOTE

If you do not want to perform 802.1X authentication, see "Security Settings (General
Network Environment: Not Using an Authentication Server)," on p. 3-27.

Security Mode Types
& NOTE

For details on the security modes which do not perform 802.1X authentication (such as
Static WEP and WPA/WPA2 + PSK), see "Security Settings (General Network
Environment: Not Using an Authentication Server)," on p. 3-27.

W 802.1X/EAP + WEP

This security mode performs 802.1X authentication using a RADIUS authentication
server.

This mode periodically updates the WEP key automatically to make it even harder to
decode the WEP key.

For details on the setting procedure, see "802.1X/EAP + WEP Settings," on p. 3-47.
B WPA/WPA2 + 802.1X/EAP
In this security mode, security can be further improved by combining WPA with 802.1X

authentication for which a RADIUS authentication server is used.
For details on the setting procedure, see "WPA/WPA2 + 802.1X/EAP Settings," on p. 3-55.

802.1X/EAP + WEP Settings

To use 802.1X/EAP + WEP, specify the following settings.

Setting Procedure

Set "Security" to "802.1X/EAP + WEP".

Selecting the security |* If the access point is detected and specified in "SSID

mode Settings" (See p. 3-21), specify the setting here, because the
setting for "Security” is set to "WEP".

Selecting the

authentication method Select PEAP/TTLS or TLS.
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fsoeeac(;fzy;r;? e e Specify the settings required for authentication of PEAP, TTLS,

authentication or TLS.

Save the settings. Whether the specified settings have any

S problems is checked also.

Settings Using the Remote Ul

@ MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

BP5970 - Microsoft Internet Explorer.

Copyright CANON INC. 2007
Al Rights Reserved

Deviee ame: LBPEIT0
Productans: L BPEI70

‘‘‘‘‘‘‘
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&> NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If

the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

LBP5970
| = el

Control Menu
Administrator Modo Power Save Mods. on
Power Save ModeinEror  On
Time to Enler Power Save 10 minutes
. Warning Step: Check Toner Continue Printing
‘Deviis ST Auto Error Skip: off
Panel Language Switch Engiish
¥ Paper Source Menu Show Warnings: Check Toner On
L Check Fixing Unit on
Check Waste Toner Container. On
Check Drum on
Cassetts Empty on
E-mail Transmission Error~ On
Timer Settings Wake Up Timer off
Wake Up Time 1200
Power Save Timer:  Off
Power Save Time:  12:00
Calibration Tmer (¥ &
&l oo ® et

Click [NB-W2] — [Wireless LAN Settings] — [Security
Settings] — [Security].

s [ o] VB e >
Security Settings
Backtothe Provious Menu
WRAWPA2 + 802 IK/EAD
st
a
& © Internet.
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D select [802.1X/EAP + WEP], then click [OK].

R e

i
o Toppage’ oK. ancel

Administrator Mode.

6 Confirmation messages are displayed twice. Click [OK] each
time.

7 Click [Back to the Previous Menul].

8 Click [802.1X/EAP Settings].

'DINS Settings (Pud)

DINS Settings (w6

NetWare Settings

AppleTalk Settings

Startup Time Seftinge

SSID Settings

a Securty Settings
e 802 13UEAP Settings
» Exteusion Card
WPA/WPA2 PSK Settings
WEP Settings
Save Parameter
O] © ore:
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9 Click [EAP Typel.

10

11

802.1X/EAP Settings

| Totoppege Backtothe Pevious Menu
Administrator Mode
| Device vanager | oot CA Certficate ot Instlled
e Tpdate Foot CA Certficate
DevicEE SRS CRL Mot Installed
¥ Contral Mens
. . Tpdate CRL
¥ Layout Weny
» Quality Meny
» Usor Maintenance Lo b E
Meny
» Extension Card i
EAP Type TLS (WLAN Card Certiicats)
802.1X Password
51 oore © st

Select the EAP type to be used, then click [OK].

2

EAP Type
OK Cancel
m TTLS/PEAP (B02.1X Passworc )
et S
z
| £] Dore D Intermet

Confirmation messages are displayed twice. Click [OK] each

time.
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12 Specify the settings required for 802.1X authentication.

For details on the setting procedure, see "802.1X Authentication Settings," on p.
3-63.

 LBP570 ; LBP5970 - Wicosoft Internet Explarer
T Gk Ve Faons Toos e ®
Q- O RN RG] P drrenin @ - B3
Ackvess | @) ettt VB s |
2 : Root CA Certificate. Not Installed.
Update Root CA Certificate.
Admiisrator Wode - N

| oevico warager 8] (RSN
Job Wanager e

Erase CRL Erast
Device Settings.
User Name
EAP Type TLS (WLAN Card Certficate)

802 13 Password

TILS/PEAP Tuner Protocol MSCHAPy2

MSCHAPv Password Reject Change

MSCHAPy2 New Password.

WLAN Card Certicate ot Installed

Update WLAN Card Certficate

WLAN Card Private Key Not Installed

Update WLAN Card Private Key

Erivate Key Password

& ® o

13 Display the following screen, then click [Save Parameter].

+ LBP5970 ; LBP5970 - Microsoft Internet Explorer

s (@ ey VB )

AppleTalk Settings
Z Startup Time Seftinge
To Top page. SSID Settings

Administrator Mode.

802 TX/EAP Setings

i tir WPA/WPA2 PSK Settings
__Dovico Sottings_| WPAIWPA? PSK Settings
o Soce oy | VR Satines

WLAN Card Information

|G © s
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14 ciick [0K].

2 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer
Fie Edt Vew Favrtes Toos fep

15 Confirmation messages are displayed twice. Click [OK] each
time.

After completing the 802.1X/EAP + WEP settings, specify the following settings next.

+ Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)

Settings Using the Printer's Control Panel

@ MPORTANT

You cannot specify some of the "802.1X authentication" settings to be performed in Step
11 using the printer's control panel. Specify the settings from the Remote Ul when you do
so for the first time after installing NB-W2.

1 Press [Settings], select INTERFACE MENU using [ <] and [»],
then press [OK].

2 Select EXTENSION CARD using [ <] and [»], then press [OK].
3 select NB-W2 using [ <] and [»], then press [OK].

4 Select SECURITY SET. using [ <] and [»> ], then press [OK].
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5 Select SECURITY using [ <] and [» ], then press [OK].

6 select 802.1X + WEP using [ <] and [»], then press [OK].
7 Press [ A] once.

8 Select 802.1X/EAP SET. using [ <] and [» ], then press [OK].
9 Select EAP TYPE using [ <] and [»], then press [OK].

10 Select the EAP type to be used using [ <] and [»], then press
[OK].

1 1 Specify the settings required for 802.1X authentication.

For details on the setting procedure, see "802.1X Authentication Settings," on p.
3-63.

12 pisplay SAVE PARAMETER, then press [OK].

13 Press [OK].

After completing the 802.1X/EAP + WEP settings, specify the following settings next.

« Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)
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WPA/WPA2 + 802.1X/EAP Settings

To use WPA/WPA2 + 802.1X/EAP, specify the following settings.

Setting Procedure

Set "Security" to "WPA/WPA2 + 802.1X/EAP".

Selecting the security |* If the access point is detected and specified in "SSID

mode Settings" (See p. 3-21), this setting is not necessary, because
the setting for "Security" is specified automatically.

Selecting the

; Select the encryption method for WPA/WPA2.
encryption method

Selecting the

authentication method Select PEAP/TTLS or TLS.

fSor:e:(;fzy:r;(g LD Specify the settings required for authentication of PEAP, TTLS,

authentication orTLS.

Save the settings. Whether the specified settings have any

il e el problems is checked also.

Settings Using the Remote Ul

@ MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

T T R EED
o Hob >
D POseae Joraones @ 2 1% F

e @it PR

Q=-Q H@

2, Remote UI

Version 1.00
Copyright CANON INC. 2007

J .
4 Al Rights Reserved

Davioe Hame: L BP5970

. Prodsettame: | BP5970

Language Switch English v

OEnd-User Mode
or the device and piint jobs.  Enables to browse device and job information

Password:

& ® s

& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

A Remote U <Control Menu> ; LBP5970 ; LBP5970 - Microsoft Internet Explorer

ackhes: [ 8] hepily B R
LBP5970
z == Jreiy
Control Menu
| ToToppame | —
Administrator Mode Power Save Mode: on
Power Save Mode in Error: on

Device Manager Time to Enter Power Save

—— Warting Step Check Toner Continue Printing
Davios BAHHAGH) Auto Error Skip: off
Panel Language Switch English
Show Warnings, Check Toner: On
Check Fixing Unit on
Check Waste Toner Cortainer: On
Check Dum on
Cassette Emply. on
E-mail Transrrission Eror.  On
Timer Settings Wake Up Timer. off
Weake Up Time: 1200
Power Save Timer  Off
Power Save Time: 1200
Calibeztion Timer __Of ]
Elome © e
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4 Click [NB-W2] — [Wireless LAN Settings] — [Security
Settings] — [Security].

Back to the Previous Memu
Secuity WRATWPA2 + 802 1X/EAP
Encrypton for WPA/WPA2 A
Bl
& © internet

z Security
| ToToppags | ok__| | Gancel
densio
a
€] pone. © internet

6 Confirmation messages are displayed twice. Click [OK] each
time.
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+ LBP5970 ; LBP5970 - Microsoft Interne

Click [Encryption for WPA/WPA2].

WPASWPA2 +80213/EAD

Encryption for WPATWPA2 Auto

Backto the Previous Menu|

Select the encryption method, then click [OK].

Select the encryption method according to the specifications of the access point.
If [Auto] is specified, both AES-CCMP and TKIP are supported.

3 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

Encryption for WPAIWPA2

[AES-COMP.

o Toppage’
Administrator Mode.

Extension Card

12

ok | Jrancer

9 Confirmation messages are displayed twice. Click [OK] each

time.

10 Click [Back to the Previous Menul].
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11 Click [802.1X/EAP Settings].

3 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - icrosoft Internet Explorer
i Eat vien o @

Q- O HNEB G P Fones @ 323

scsess (@il VB >
OC DS Settings ([Ped)
DS Settings ([P
Tor page
Administrator Mode MetWae Setings

S o S
e

> Contiol Meny 53D Sertogs

> o

» Layout Menu Security Setings

» Qualiy Hen

¥ Usor Maintenance. o

Henu

> Extension Card

WPA/WPA2 PSK Setings
WEP Setings
Save Parameter

B e

12 click [EAP Typel.

23 Remote Ul <Extonsion Cards ; LBPS70 § LBPSS70 - Wicosoft nternet Exlorer

Fe ot Vew Fovrtes Tok e -
Qs © N B O Pt Frroniw @ R 5
soess ) ity R T
Z 02.1X/EAP Settings
Yuhmnm Back o the Previous Menu
Adninistrator Mode

m Root CA Certificate. ot Installed.
m Update Root CA Certificate.
Device Settings CRL Mot Installed.

> Contrl Men

* Update CRL

» Layout Menu

» Quality Meny

e = Erase CRL Erase
ey

» Extension Card Tser Neme

Support Links

Cype TLS (WLAN Card Certificate)

802 1X Password

|1 oore © et

13 select the EAP type to be used, then click [OK].

‘3 Remote.

£ LBP5970 ; LBP5970 - Wicrosoft Internet Explorer EEX

Fio Edt v s belp »

Q- © [N B O Psewtr Frrowie @ 2 55

e [ o] Y8 e >
§ EAP Type

| ToToppage
Administrator Mode

oo T

Control Meny

v
» Paper

Menu
» Extension Card

a

| = © ternet
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14 Confirmation messages are displayed twice. Click [OK] each
time.

15 Specify the settings required for 802.1X authentication.

For details on the setting procedure, see "802.1X Authentication Settings," on p.
3-63.

Root CA Certicate Not Installed

Update Root CA Certicate

CRL ot Installed

User Mame

EAP Type TLS (WLAN Card Centficate)

8021 Password

» Extonsion Card

TTLS/PEAP Taner Protocol MSCHAPv2

Reject Change

MSCHAPv? New Password

WLAN Card Certficate Not Installed

Update WLAN Card Certficate

WLAN Card Private Key Not Tnsalled

Update WLAN Card Private Key

Brivate Key Password

AppleTalk Settinge
Startup Time Seftinge
SSID Settings

Security Settings

802 13VEAP Settings
WPASWPA? PSK Settings
‘WEP Setings

Wiireless LAN Card mnent

WLAN Card Information

3-60 Security Settings (Enterprise Environment: Using an Authentication Server)



17 click [0K].

2 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer
Fie Edt Vew Favrtes Toos fep

18 Confirmation messages are displayed twice. Click [OK] each
time.

After completing the WPA/WPA2 + 802.1X/EAP settings, specify the following settings
next.

» Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)

Settings Using the Printer's Control Panel

@ MPORTANT

You cannot specify some of the "802.1X authentication" settings to be performed in Step
13 using the printer's control panel. Specify the settings from the Remote Ul when you do
so for the first time after installing NB-W2.

1 Press [Settings], select INTERFACE MENU using [ <] and [»>],
then press [OK].

2 Select EXTENSION CARD using [ <] and [»], then press [OK].
3 select NB-W2 using [ <] and [»], then press [OK].

4 Select SECURITY SET. using [ <] and [»> ], then press [OK].
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Select SECURITY using [ <] and [»], then press [OK].
Select WPA/2 + 802.1X using [ <] and [»], then press [OK].

Select WPA/2 ENCRYPT. using [ <] and [»], then press [OK].

0 N O O

Select the encryption method using [ <] and [»], then press
[OK].

Select the encryption method according to the specifications of the access point.
If AUTO is specified, both AES-CCMP and TKIP are supported.

9 Press [ A] once.
10 select 802.1X/EAP SET. using [ <] and [>], then press [OK].
11 select EAP TYPE using [ <] and [»], then press [OK].

12 Select the EAP type to be used using [ <] and [»], then press
[OK].

13 Specify the settings required for 802.1X authentication.

For details on the setting procedure, see "802.1X Authentication Settings," on p.
3-63.

14 Display SAVE PARAMETER, then press [OK].

15 Press [OK].

After completing the WPA/WPA2 + 802.1X/EAP settings, specify the following settings
next.

» Switching the Network to Be Used (Switching between Standard Network and
NB-W2) (See p. 3-103)
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802.1X Authentication Settings

This section allows you to specify an authentication method for EAP using IEEE
802.1X. There are three authentication methods: "PEAP", "EAP-TTLS", and
"EAP-TLS". The options required to be specified vary depending on the
authentication method to be used, as follows.

B Common Settings

Authentication

Method Option Setting See
Specify the authentication server
E;ﬁﬂ:gg;?t CA certificate issued by a certificate | p. 3-64
authority.
[Update CRL]*'*2 I\?S;;emfy the certificate revocation 0. 3-67
E,E';ZTLS [Erase CRL] Erase the certificate revocation 3-70
EAP-TLS list. >

Specify the user name for IEEE
[User Name] 802.1X authentication. It is used | p.3-73
for handshake in EAP-TLS.

Specify the authentication method.

[EAP Type] Select TTLS/PEAP or TLS. p-3-76
B PEAP/EAP-TTLS Settings
Authentication . .
Method Option Setting See
Specify the password for IEEE i
[802.1X Password] 802.1X authentication. p-3-79
Specify the inner protocol to be
[TTLS/PEAP Inner Protocol] | used for the authentication p. 3-81
PEAP protocol.
EAP-TTLS .
[MSCHAPV2 Password] Specify the response to a p. 3-84

password change request.

Specify a new password to be
used when the password change |p. 3-87
is allowed.

[MSCHAPV2 New
Password]
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B EAP-TLS Settings

Authentication

private key.

Method Option Setting See
[Update WLAN Card Specify the wireless LAN card 3-90
Certificate]*' certificate to be used. P-
EAP-TLS %@?ﬁte WLAN Card Private Specify the private key to be used. | p. 3-93
[Private Key Password] Specify the password for the p. 3-96

*1 Can be specified only in the Remote Ul.
*2 Specify only if issued by a certificate authority.

Update Root CA Certificate

Specify the authentication server certificate issued by a root certificate authority.

An authentication server certificate is issued by a "trusted root certificate authority”
that proves the authenticity of the server certificate (and certificate path) of the
RADIUS server that will authenticate NB-W2. You can specify the setting for the

certificate using the Remote UL.

(M MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the

printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

&> NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied

with the printer.
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2 Select [Administrator Mode], then click [OK].

e
Qw0 WA G Pmn

o [ ol

2 Remote Ul <Top Page> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

Serane: @ (-

5

e s ?

R, Remote UI

Version 1,00
Copyright CANON INC. 2007
Al Rights Reserved

Devicstame: LBP5970
me: L BP5970

Language Switch

Password

Englsh ¥|

OEnd-User Mode

o the device and print jabs.  Enables 1o browse device and job information.

ok |
@ 1

© et

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If

the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

T T T EEE
r
)| O seen Forans @ - B B
PN
LBP5970
[ et
Control Menu
[ ToToppage —
Administrator Mode Paower Save Mode: On
Power Save Mode in Error. on
| Device manager | Time to Enter Power Save
Time 10 minutes
e Warning Step: Check Toner Continue Printing
Device EHETE Auto Error Skip, off
Panel Language Switch: English
Show Warmings: Check Toner on
Check Fixing Unit on
CheckWaste Toner Container. On
Check Drum: on
Cassette Empty on
E-mail Transmission Error: On
Timer Settings: Wake Up Timer: off
Wake Up Time 1200
Power Save Timer.  Off
Power Save Time: 1200
Caibeation Timer O v

© ot
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4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [Update Root CA Certificate].

8021X/EAP Settings
Back 0 the Previous Menu
i odo
Root CA Certicate Mot Istaled.
| Update Root CA Clerticate
Dovice Settings CRL Mot stalled.
¥ Conttol Menu
£ Update CRL
Ecase CRL Eeas
TLS (WLAN Card Cerifcate)
802 1X Password
&  irtanet

5 Click [Browse] and select the file, or enter the path and click
[OK].

3 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

Settings for NB-W2 E
B

o - B D DO semch o ranmnes -5
ez

ﬁ Update Root CA Certificate

o Top page.

Administrator Mode.

§ Dovice Managor | ( (C\Documents and Setingsuserd1y Document mﬁy)

Extension Card

O © s

&> NOTE

The following type of certificate can be used.

- File size of 8 KB or less

- X.509 certificate format

- Binary (DER) or Base64 Encode (PEM) file format
- X.509 certificate versions 1 to 3

- Not expired
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6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.

Update CRL

Specify the certificate revocation list. You can specify the setting for the certificate
revocation list using the Remote UlI.

@ MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

&2 NOTE

Specify only if the certificate revocation list is issued by a certificate authority.

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

T T R EED
o Hob >
D POseae Joraones @ 2 1% F

e @it PR

Q=-Q H@

2, Remote UI

Version 1.00
Copyright CANON INC. 2007

J .
4 Al Rights Reserved

Davioe Hame: L BP5970

. Prodsettame: | BP5970

Language Switch English v

OEnd-User Mode
or the device and piint jobs.  Enables to browse device and job information

Password:

& ® s

& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

A Remote U <Control Menu> ; LBP5970 ; LBP5970 - Microsoft Internet Explorer

ackhes: [ 8] hepily B R
LBP5970
z == Jreiy
Control Menu
| ToToppame | —
Administrator Mode Power Save Mode: on
Power Save Mode in Error: on

Device Manager Time to Enter Power Save

—— Warting Step Check Toner Continue Printing
Davios BAHHAGH) Auto Error Skip: off
Panel Language Switch English
Show Warnings, Check Toner: On
Check Fixing Unit on
Check Waste Toner Cortainer: On
Check Dum on
Cassette Emply. on
E-mail Transrrission Eror.  On
Timer Settings Wake Up Timer. off
Weake Up Time: 1200
Power Save Timer  Off
Power Save Time: 1200
Calibeztion Timer __Of ]
Elome © e
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4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [Update CRL].

BP5970 ; LBP5970 - Wicrosoft Internet Explorer

802.1XIEAP Settings
Back to the Previous Memu
Root CA Certficate ot Tnstalled
Tpdate Root CA Certcate
CRL Mot stalled
Erase CRL Erase
Car Tser Name

EAP Type TLS (WLAN Card Certfcate)
801X Password

& © internet

€ ) D Psean ek
e [ e
tc Update CRL

[ Totoppave | oKk | [Jcancel |

Administrator Mode

( C\Dscuments and Sotinge\ussrd Ty Documenterar| Brose. ] )

a

& © Internet.

& NOTE

The following type of certificate can be used.

- File size of 64 KB or less

- X.509 CRL format

- Binary (DER) or Base64 Encode (PEM) file format
- Base CRL X.509 CRL version 2

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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Erase CRL

Erase the certificate revocation list. You can perform the setting using the Remote
Ul or printer's control panel.

M mMPORTANT
If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.
- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select
the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. = ERASE
CRL

- A confirmation message is displayed. Press [OK].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Sselect [Administrator Mode], then click [OK].

Deviee ame: | BP5I70
Produetane: | BPEIT0

Engish v

xxxxxx
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&> NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

LBP5970
"‘C = Jrosis
Control Menu
Administrator Modo Power Save Mods. on
Power Save ModeinEror  On
Time to Enter Power Save
fih 10 minutes
e Warning Step: Check Toner Continue Printing
‘Deviis ST Auto Error Skip: off
Panel Language Switch Engiish
* Paper Source Menu Show Warnings. Check Toner. on
L Check Fixing Unit on
Check Waste Toner Container. On
Check Drum on
Cassetts Empty on
E-mail Transmission Error~ On
Timer Settings Wake Up Timer off
Wake Up Time 1200
Power Save Timer:  Off
Power Save Time:  12:00
Calibration Tmer (¥ &
&l oo ® et

4 ciick [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [Erase CRL].

sesess @ ot VB >
802.1X/EAP Settings
o Backtothe Provious Menu
Administrator Mode
J " Dovica anagor | Root CA Certficate ot Installed
— Update Root CA Certficate
CRL ot Instlled
Tpdate CRL
Erase
EAP Type TLS (WLAN Cerd Certiicate)
802.1X Password
& © Internet.
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5 ciick [0K].

A Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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User Name

Specify the user name for IEEE 802.1X authentication. Also, it is used for
handshake in EAP-TLS. You can specify the user name using the Remote Ul or
printer's control panel.

(M MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select

the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. = USER
NAME

- Move the cursor using [ €] and [ » ] and enter the user name using [A Jand [ ¥ ].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].
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Password:
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& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

A Remote U <Control Menu> ; LBP5970 ; LBP5970 - Microsoft Internet Explorer

ackhes: [ 8] hepily B R
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Control Menu
| ToToppame | —
Administrator Mode Power Save Mode: on
Power Save Mode in Error: on

Device Manager Time to Enter Power Save
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Show Warnings, Check Toner: On
Check Fixing Unit on
Check Waste Toner Cortainer: On
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Timer Settings Wake Up Timer. off
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Power Save Time: 1200
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4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [User Name].

BP5970 ; LBP5970 - Wicrosoft Internet Explorer
802.1XIEAP Settings
Back to the Previous Memu
Root CA Certficate ot Tnstalled
Tpdate Root CA Certcate
CRL Mot stalled
Update CRL
= Erase CRL Erase
EAP Type TLS (WLAN Card Certfcate)
801X Password
& © internet

) D Psean Sle
e [ e
tc EF userName

[ Totoppave | oKk | [Jcancel |

Administrator Mode

€] pone. © internet

& NOTE

* You can enter up to 64 characters for a user name.

 Depending on the authentication server, you need to add the domain name when
you enter a user name (such as "DOMAIN/USER" and "user@domain”). See the
instruction manual supplied with the authentication server.

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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EAP Type

Specify whether you want to use "EAP-TTLS or PEAP" or "EAP-TLS" as the
authentication method. You can perform the setting using the Remote Ul or printer's
control panel.

M mMPORTANT
If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.
- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

» NB-W2 supports "Microsoft PEAP" and "CISCO PEAP".

« If you want to specify the setting using the printer's control panel, press [Settings], select
the following items in order using [ €] and [ » ], and then press [OK].
- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. = EAP
TYPE

- Select TLS or TTLS/PEAP using [ €] and [ » ], then press [OK].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

e
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2 Remote Ul <Top Page> : LBP5970 ; LBP5970 - Microsoft Internet Explorer
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&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If

the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].
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Control Menu
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Check Drum: on
Cassette Empty on
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Timer Settings: Wake Up Timer: off
Wake Up Time 1200
Power Save Timer.  Off
Power Save Time: 1200
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4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [EAP Typel.

802.1X/EAP Settings
ko heProvous e
-
Root CA Certificate. Not Installed
m Update Root CA Certificate.
Device Settings CRL Not Installed
Control Menu
-
Erase
TLS (WLAN Card Certificate)
| ] one. ® Internet

5 Select [TTLS/PEAP (802.1X Password)] or [TLS (WLAN Card
Certificate)], then click [OK].

\ =
') F R -3
ez v ic )
i EAP Type
To Top page oK Cancel

Administrator Mode.

J ™ Device manager | TTLS/PEAP (802 1% Psswmﬁ
Job Manager

Extension Card

]

| =3 © rtaret

6 Confirmation messages are displayed twice. Click [OK] each
time.

7 Click [OK].

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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802.1X Password

Specify the password for IEEE 802.1X authentication. You can specify the
password using the Remote Ul or printer's control panel.

(M MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select

the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. = 802.1X
PASSWORD

- Move the cursor using [ €] and [ » ] and enter the password using[A Jand [V ].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

3 Remoto Ul <Top Pags> : LAP5970 ; LBP5970 - Wicrosoft Inernet Explorer

Copyiight CANON INC. 2007
Al Rights Reserved

LBP5970
Prosuctame: LBP5O70
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&> NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

e ot ven Fa o reb
Qe - © ¥ [ @ Psueh Jorons @ -1
nstoss [@ gl Ve ik >
LBP5970
": = [resity
- Control Menu Grange.
ToToppage:
Administrator Mode Power Save Mode on
Power Save Mode in Error. On
DI OSSR omes
e Wating Step Check Toner: Cortinue Printing
Auto Error Skip off
Panel Language Switch English
Show Warnings Check Toner: on
Check Fixing Unit on
Check Waste Toner Container: On
Check Drum on
Cassette Emply on
E-mail Transrrission Erior.  On
Timer Settings Wake Up Timer. off
Wake Up Time: 1200
Power Save Timer.  Off
Power Save Time: 1200
Calibeztion Timar _Of
&1 0ore © e

4 ciick [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [802.1X Password].
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5 Enter the password, then click [OK].

2 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

& NOTE
« If the password is entered already, it is displayed as "*" (an asterisk).
* You can enter up to 64 characters for a password.

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.

TTLS/PEAP Inner Protocol

Specify the inner protocol to be used for the authentication protocol. You can
specify the setting using the Remote Ul or printer's control panel.

@ MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)
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&2 NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select
the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. — INNER
PROTOCOL

- Select the protocol to be used using [ € ] and [ » ], then press [OK].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

&> NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

%2, Remote UI

Version 1.00
Copyright CANON INC. 2007
Al Rights Resenved

Deviee ame: LBPEIT0
Pt nama: | BP5I70

&

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.
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Click [Device Settings] on the left, then click [Extension Card].

23 Remote Ul <Control Menus : LBP5370 ; LBPS910 - Wicrosoft Intnet Explorer EED)
Fle Edt Vew Favortes Tools Help ir
Q- © AR Q| P Frrns @3- B
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‘Devics SRR Auto Error Skip: off
Panel Language Switch English
Show Warmings: Check Toner on
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E-mail Transmission Error. ~ On

Timer Settings Wake Up Timer off
Wake Up Time: 1200
Power Save Timer.  Off
Power Save Time: 1200
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Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [TTLS/PEAP Inner Protocol].
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Select the protocol to be used, then click [OK].
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&> NOTE

« If you are using PEAP, you cannot use [PAP].
« If you are using EAP-TTLS, you cannot use [GTC].
« If you select [GTC], you cannot use a one-time password. Use a fixed password.

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.

MSCHAPv2 Password
Specify the response to a password change request of the MSCHAPv2 protocol.

If the password change is allowed, the password specified in "MSCHAPv2 New
Password" (See p. 3-87) is specified as the new password on the change request.
You can specify the setting using the Remote Ul or printer's control panel.

@M MPORTANT
If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.
- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

&2 NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select

the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. =
MSCHAPv2 PW

- Select ALLOW CHANGE or REJECT CHANGE using [ €] and [ » ], then press [OK].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/
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&> NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

2 Remote Ul <Top Page> : LBP5970 ; LBP5970 - Microsoft Internet Explorer
Fie Bt Vew Fawtss Tods e
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& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].
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Power Save Time: 1200
Caliation Tier 0¥ v
E]Dnn. @ Inkermet

Security Settings (Enterprise Environment: Using an Authentication Server) 3-85

Settings for NB-W2 ﬂ



Settings for NB-W2 E

4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] = [MSCHAPv2 Password].

e
C search o ravotes ) (- L
ade
User Mame
| 2 ; EAP Type TLS (WLAN Card Certfcate)
802 1X Password

Device Settings MSCHAPy? New Password
Control Menu

WLAN Card Certicate Not Installed

MSCHAPv2

Reject Change

Update WLAN Card Certficate
i WLAN Card Private Key Not Tnstalled
Support Links

Update WLAN Card Private Key

Erivate Key Password

MSCHAPv2 Password

Ok __| |Jcancet

ey

€1 0cre

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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MSCHAPv2 New Password

Specify the password to be used on a password change request of the MSCHAPv2
protocol.

Specify the password only if you allowed the password change in "MSCHAPv2
Password," on p. 3-84. You can specify the password using the Remote Ul or
printer's control panel.

@ mMPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select

the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. =
MSCHAPv2 NEW PW

- Move the cursor using [ €] and [ » ] and enter the password using [A ]Jand [V ].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].
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& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].
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4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] = [MSCHAPv2 New Password].

BP5970 ; LBP59T0 - Microsoft Internet Explorer.
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& NOTE

« If the password is entered already, it is displayed as "*" (an asterisk).
* You can enter up to 64 characters for a password.

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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Update WLAN Card Certificate

Specify the wireless LAN card certificate to be used on TLS authentication. You can
specify the setting for the wireless LAN card certificate using the Remote UL.

M mMPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network)>/
Input Example: http://192.168.0.215/

&2 NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

&> NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.
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Click [Device Settings] on the left, then click [Extension Card].

3 Remote Ul <Control Menu» : LBP5970 ; LBP5970 - MicrosoftInternet Explorer EED)
Fle Edt Vew Favortes Tools Help ir
Q- © X B B Psewch Frrowns @ (2 B
scress (@ e Y8 s »

LBP5970
:Z L8PS0
Control Menu
| o Toppage
Administrator Mode Power Save Mode. On
Power Save ModeinEmor  On
Time to Enter Power Save
fih 10 minutes
m_— Warning Step: Check Toner Contu Printing
Dovice Seftings Auto Error Skip: off
Panel Language Switch: Engiish
Show Warnings: Check Toner: On
Check Fixng Unit on
Check Waste Toner Container. On
Check Drum on
Cassetts Empty. on
E-mail Transmission Error. On
Timer Settings: Wake Up Timer. Off
Wake Up Time: 1200
Power Save Timer:  Off
Power Save Time: 1200
Caiibeation Timer (¥ v
| €] oone ® irceret

Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [Update WLAN Card Certificate].

A Remote Ul <Extension Card> ; LBP5970 ; LBP5970 - Microsoft Internet Explorer FEX
Fe i Vew Favmes Toos tep 7
Qe - ¥ [B) D Pseah Srraeres @ (- 12

Acbess [ @) gl v B unis »

User Name
Z ; EAP Type TLS (WLAN Card Certificate)
| ToToppags 8021 Password.
Adminisrator ode
TTLS/PEAP Inner Protocol MSCHAPv2
Device Manager
MECEAPS? Password Reject Change
Davice Sattings MSCEAPY? New Password
“WLAN Card Centificate Mot Installed
ey
» Extension Card “WLAN Card Private Key Not Installed.
Update WLAN Card Private Key
Private Key Password
12 © Internet.
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5 Click [Browse] and select the file, or enter the path and click
[OK].

£ 0one

&2 NOTE

* The following type of certificate can be used.
- File size of 64 KB or less
- X.509 certificate format (or PKCS#7/PKCS#12 format that includes a certificate in
X.509 certificate format)
- Binary (DER) or Base64 Encode (PEM) file format
- X.509 certificate version 3
- Not expired
« If you use PKCS#12 format that includes a certificate in X.509 certificate format in

"Update WLAN Card Private Key" (See p. 3-93), the wireless LAN card certificate is
also updated at the same time.

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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Update WLAN Card Private Key

Specify the private key to be used on TLS authentication. You can specify the

setting using the Remote Ul.

(M MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the

printer)
- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

h

ttp://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

&> NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied

with the printer.

2 Select [Administrator Mode], then click [OK].

a

OEnd-User Mode

o the device and print jobs.  Enables 1o biowse device

2N

OTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

Security Settings (Enterprise Environment: Using an Authentication Server)
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3 Click [Device Settings] on the left, then click [Extension Card].

3 Remote Ul <Contro enu- ; LOPDS70 ; LOP5970 - Wirosft Internt Explrer BEED)
Fle Edt Vew Favortes Tods Fep w*
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Power Save Mode inError. On
§ " Devics Manager | “Time to Enter Power Save
Mode: 10 minutes.
e Waing Step Check Toner. Continue Prirting
Davice Settings Auto Error Skip. ot
Panel Language Sitch English
¥ Paper Source Meny Show Warnings. Check Toner. on
= Check Fixing Unit on
Check Waste Toner Cortainer: On
Check Drum on
Cassette Empty. on
E-mail Transmission Error. on
Timer Settings Wake Up Timer. off
Wake Up Time: 12:00

Power Save Timer  Off

Power Save Time: ~ 12:00

Calibration Timar o ]
[ €] 0cre © in=net

4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [Update WLAN Card Private Key].
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User Name
2 ; EAP Type TLS (WLAN Card Certificate)
To Toppage 802.1X Pessword
Administrator Mode.

TTLS/PEAP Inner Protocol MSCHAPv2
SR e

Device Settings MSCHAPY? New Password

WLAN Card Certifcate ot Installed
Update WLAN Card Certficate
» Extension Card WLAN Card Private Key Not Tnsalled

Update WLAN Card Private Key

Brivate Key Password
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5 Click [Browse] and select the file, or enter the path and click
[OK].

& NOTE

* The following type of private key can be used.
- File size of 8 KB or less

- PKCS#8 format (or PKCS#12 format that includes a certificate in X.509 certificate
format and a PKCS#8 format private key)

- Binary (DER) or Base64 Encode (PEM) file format

« If you use PKCS#12 format that includes a certificate in X.509 certificate format,
the wireless LAN card certificate is also updated at the same time. (See "Update
WLAN Card Certificate," on p. 3-90)

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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Private Key Password

Specify the password for the private key. You can specify the password for the
private key using the Remote Ul or printer's control panel.

M mMPORTANT
If you want to specify the settings from the Remote Ul, make sure that your network
environment fulfills the following conditions in advance.
- Your computer and the printer are connected to the network by LAN cables.
- The settings for the printer's standard network have been specified (The printer is ready

to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

& NOTE

If you want to specify the setting using the printer's control panel, press [Settings], select

the following items in order using [ €] and [ » ], and then press [OK].

- INTERFACE MENU — EXTENSION CARD — NB-W2 — 802.1X/EAP SET. =
PRIVATE KEY PW

- Move the cursor using [ € ] and [ » ] and enter the password using [A Jand [V ].

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

e
Qw0 WA G Pmn

o [ ol

2 Remote Ul <Top Page> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

Serane: @ (-

5

e s ?

R, Remote UI

Version 1,00
Copyright CANON INC. 2007
Al Rights Reserved

Devicstame: LBP5970
me: L BP5970

Language Switch

Password

Englsh ¥|

OEnd-User Mode

o the device and print jabs.  Enables 1o browse device and job information.

ok |
@ 1

© et

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If

the password is not specified, it is not required to enter any value.

3 Click [Device Settings] on the left, then click [Extension Card].

T T T EEE
r
)| O seen Forans @ - B B
PN
LBP5970
[ et
Control Menu
[ ToToppage —
Administrator Mode Paower Save Mode: On
Power Save Mode in Error. on
| Device manager | Time to Enter Power Save
Time 10 minutes
e Warning Step: Check Toner Continue Printing
Device EHETE Auto Error Skip, off
Panel Language Switch: English
Show Warmings: Check Toner on
Check Fixing Unit on
CheckWaste Toner Container. On
Check Drum: on
Cassette Empty on
E-mail Transmission Error: On
Timer Settings: Wake Up Timer: off
Wake Up Time 1200
Power Save Timer.  Off
Power Save Time: 1200
Caibeation Timer O v

© ot
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4 Click [NB-W2] — [Wireless LAN Settings] — [802.1X/EAP
Settings] — [Private Key Password].

—
EAP Type TLS (WLAN Card Certificate)
802 1X Passworc d
TTLS/PEAP Inner Protocol MSCHAPv2

Device Sattings MSCHAPv2 New Password

* Control Wenu

P ‘WLAN Card Certficate Not Installed

e —
d WLAN Card Private Key Not Installed
Update WLAN Card Private Key
Private Key Password
€1 ® Internet

S| D Foranes @] R B B
z Private Key Password
Administrator Wodo

‘Private Key Password passkey. )
T |
tings

@ © ot

& NOTE

« If the password is entered already, it is displayed as "*" (an asterisk).
* You can enter up to 64 characters for a password.

6 Confirmation messages are displayed twice. Click [OK] each
time.

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.
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Enﬂg the Settings

If you changed the settings for NB-W2, enable the changed settings using the
following procedure. To enable the settings for NB-W2, use the Remote Ul or
printer's control panel.

@ MPORTANT

The following settings cannot be enabled even if you perform the procedures in this

section. To enable the settings, you need to perform a hard reset or cycle the power of

the printer. After performing a hard reset or restarting the printer, the settings are

effective.

- "Primary Network Setting"

- All the options in "NB-W2" = "Wireless LAN Settings" — "TCP/IP Settings (IPv4)"/
"TCP/IP Settings (IPv6)"/"AppleTalk Settings"/"Startup Time Settings"

To perform a hard reset, click [Status] from the [Device Manager] menu on the left in the

Remote Ul, and then click [Device Control]. Select [Hard Reset] in the [Device Control]

page, and then click [Execute].

Settings Using the Remote Ul

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network or NB-W2)>/
Input Example: http://192.168.0.215/

&> NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

& Remote Ul <Top Page> : LBP3970 ; LBP5970 - Microsof Internet Fxplorer
T Gk tiow o b >

O~ O B B G Poeo foros @3- B3

adiress 8] aanl
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opyright CANON INC. 2007
Al Rights Reserved
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me: LBP5970

English v

Language Switch

OEnd-User Mode
Enables to browss device and job information.

|C © ot

& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

r the devce and pintjobs.

3 Click [Device Settings] on the left, then click [Extension Card].

LBP5970 ;BP5370 - icrosot nfenet Explorer
Qs - © Search 29
ackhes: [ 8] hepily B R
LBP5970
z == Jrois
Control Menu Change.
[ o toppree —
Administrator Mode Power Save Mode On
Power Save Mode in Error. on
Time to Exter Porer Save
Mode: 10 minutes.
T rv——— Warning Step: Check Toner. Continue Printing
Davios BAHHAGH) Ao Error Skip: off
Panel Language Switch: English
‘Show Warnings: Check Toner: On
Check Fixing Unit On
Check Waste Toner Container: On
Check Drum: on
Cassette Emply. on
E-mail Transmission Error: On
Timer Settings: Wake Up Timer. off
Wake Up Time: 12:00
Power Save Timer.  Off
Power Save Time: 1200
(Calibration Timer: falid L]
&] Done. © Internet
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4 Click [NB-W2] — [Wireless LAN Settings] — [Save Parameter].

AppleTalk Settings

Startup Time Settings

SSID Settings

Secusity Sefings

802 IX/EAP Settings

WPA/WPA? PSK Setings

WEP Settings

Wiceless LAN Card Managemens.

Extension Card

WLAN Card Information

a

Bl © e

5 ciick [0K].

The settings are enabled after whether the specified settings have any problems
is checked. If there are any problems with the specified settings, an error
message appears. For details on the error message, see "Error Message," on p.
4-4.

6 Confirmation messages are displayed twice. Click [OK] each
time.
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Settings Using the Printer's Control Panel

1 Press [Settings], select INTERFACE MENU using [ «] and [»>],
then press [OK].

2 Select EXTENSION CARD using [ €] and [»], then press [OK].
3 Select NB-W2 using [ 4] and [»], then press [OK].

4 Select SAVE PARAMETER using [ 4] and [» ], then press
[OK].

5 Press [OK].

The settings are enabled after whether the specified settings have any problems
is checked. If there are any problems with the specified settings, an error

message appears. For details on the error message, see "Error Message," on p.
4-4,
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Switching the Network to Be Used
(Switehing between Standard Network and NB-W2)

As well as the network interface equipped with the printer (standard network), you
can use two network interfaces by installing NB-W2 in the printer. Because you
cannot enable both interfaces at the same time, specify which interface to use.
Since the standard network is enabled by default, set the primary network to
"NB-W2" to use NB-W2.

Specify the setting using the Remote Ul or printer's control panel.

@ MPORTANT

If you remove NB-W2 from the printer with the primary network set to "NB-W2", you
cannot use the LAN connector supplied with the printer due to this setting. Before you
remove NB-W2 from the printer, set the primary network to "Standard Network".

Settings Using the Remote Ul

@ MPORTANT

If you want to specify the settings from the Remote Ul, make sure that your network

environment fulfills the following conditions in advance.

- Your computer and the printer are connected to the network by LAN cables.

- The settings for the printer's standard network have been specified (The printer is ready
to use the standard network.). (See "Network Guide" (PDF manual) supplied with the
printer)

- "Primary Network Setting" is set to "Standard Network". (See "Switching the Network to
Be Used (Switching between Standard Network and NB-W2)," on p. 3-103)

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

&2 NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.
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2 Select [Administrator Mode], then click [OK].

A Remote Ul <Top Page > : LBP5970 ; LBP5970 - Microsoft Internet Explorer
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O © BE G P forene @] 3 B
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2, Remote UI
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English v

Language Switch

OEnd-User Mode
Enables to browss device and job information.

|C © ot

& NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

r the devce and pintjobs.

3 Click [Device Settings] on the left, then click [Extension Card].

LBP5970 ;BP5370 - icrosot nfenet Explorer
Qs - © Search 29
ackhes: [ 8] hepily B R
LBP5970
z == Jrois
Control Menu Change.
[ o toppree —
Administrator Mode Power Save Mode On
Power Save Mode in Error. on
Time to Exter Porer Save
Mode: 10 minutes.
T rv——— Warning Step: Check Toner. Continue Printing
Davios BAHHAGH) Ao Error Skip: off
Panel Language Switch: English
‘Show Warnings: Check Toner: On
Check Fixing Unit On
Check Waste Toner Container: On
Check Drum: on
Cassette Emply. on
E-mail Transmission Error: On
Timer Settings: Wake Up Timer. off
Wake Up Time: 12:00
Power Save Timer.  Off
Power Save Time: 1200
(Calibration Timer: falid L]
&] Done. © Internet
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4 Click [Primary Network Setting].

2 Remote Ul <Extension Card> : LBP5970 ; LBP5970 - Microsoft Internet Explorer
Fie Edt Vew Favrtes Toos fep

Back to the Previous Menu.

| Device wanager | ‘Primary Network Sefing Standard Netwwork.

—

Bl © e

5 select [NB-W2], then click [OK].

Selecting [Standard Network] enables the network equipped with the printer.

To Top page ok | [} zancel

Administrator Mode

Job Manager

& oore © eernet

6 Confirmation messages are displayed twice. Click [OK] each
time.

7 Perform a hard reset or cycle the power of the printer.
After performing a hard reset or restarting the printer, the settings are effective.

& NOTE

To perform a hard reset, click [Status] from the [Device Manager] menu on the left,
and then click [Device Control]. Select [Hard Reset] in the [Device Control] page,
and then click [Execute].
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Settings Using the Printer's Control Panel

1 Press [Settings], select INTERFACE MENU using [ «] and [»>],
then press [OK].

Select EXTENSION CARD using [ €] and [»], then press [OK].

3 Select PRIMARY NETWORK using [ €] and [»], then press
[OK].

4 select NB-W2 using [ <] and [>], then press [OK].
Selecting STD NETWORK enables the network equipped with the printer.

5 Perform a hard reset or cycle the power of the printer.

After performing a hard reset or restarting the printer, the settings are effective.

&2 NOTE

For details on a hard reset, see "User's Guide" (PDF manual) supplied with the
printer.
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Priﬂ' g a Test Page

Before using NB-W2 for the first time, be sure to print a test page to check the
operations using the following procedure.

O MPORTANT

To print a test page, the printer driver needs to be installed on the computer you are
using. If the printer driver is not installed, see "Driver Guide" (PDF manual) supplied with
the printer.

& NOTE

This section describes the procedure, taking Windows as an example.

1 Display the [Printers and Faxes] folder or the [Printers] folder.
* For Windows 2000:
From the [Start] menu, select [Settings] — [Printers].
* For Windows XP Professional/Server 2003:
From the [Start] menu, select [Printers and Faxes].
* For Windows XP Home Edition:

From the [Start] menu, select [Control Panel], and then click [Printers and Other Hardware]
— [Printers and Faxes].

* For Windows Vista:
From the [Start] menu, select [Control Panel], and then click [Printer].

2 Right-click the icon for this printer, then select [Properties]
from the pop-up menu.

Click [Print Test Page] in the [General] sheet.

If the page is printed correctly, click [OK] or [Close].

If the test page is not printed properly, see "Chapter 4 Troubleshooting".
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CHAPTER

This chapter describes the troubleshooting procedures for problems that occur when using
NB-W2.

Troubleshooting Flowchart
Error Message
Problems Related to the Access Point
Problems When an Authentication Server Is Being Used

Confirming the Settings for NB-W2 (Printing the Extension Card List)
Printing the Extension Card List from the Remote Ul
Printing the Extension Card List from the Printer's Control Panel




Troubleshooting

shooting Flowchart

If you cannot communicate with NB-W2 (for example, when you cannot print or
when you cannot specify the settings for NB-W2), perform the following procedure
to check problems.

Cannot communicate with
NB-w2.

1

» Yes
II’ No

An error message is
displayed in the Remote Ul
or in the display of the
printer's control panel.

!

See the error message list
(p. 4-4) and solve the
problem.

B Remedy A

Extension Card Menu is displayed
in the Remote Ul or in the display of
the printer's control panel.

[ | Check the ERR2 indicator on NB-W2. I

|On or Off

Ic ’l Blinking

1

1

Remove NB-W2 once, then install it
again. If it still does not operate
properly, contact your local
authorized Canon dealer.

| See Remedy B and solve the problem. I

No error message is displayed in
[Latest Error Information]* in the
Remote Ul.

* Display by clicking [Device Settings] —

[Extension Card] — [NB-W2] — [Wireless
LAN Settings] — [WLAN Card Information].

Check the LNK indicator on NB-W2.

See "Problems Related to the Access

« ’ Point" (p. 4-9) or "Problems When an

Authentication Server Is Being Used"
(p. 4-14).

On I [ |01f

’ | Blinking

!

!

{

Communication in the wireless LAN
environment is made properly.
Reconfirm the network protocol
settings such as the IP address as
well as the setting for the WEP key.
If you still cannot print, check your
access point, the authentication
server, and computer (the LAN
adapter).

Check if "Primary Network Setting"
is set to "NB-W2". (See "Switching
the Network to Be Used (Switching
between Standard Network and NB-
W2)," on p. 3-103)

If you still cannot print, there is a
possibility that the hardware is in an
abnormal condition. Contact your
local authorized Canon dealer.

The settings for the wireless LAN
environment are not correct. Check
the ERRT1 indicator, see Remedy A,
and solve the problem.

Unit of the ERR1
Indicator's Blink
(How many times it
blinks at a time)

Error Detail Remedy

Unsupported EAP is

Once .
received.

Use PEAP, TTLS, or TLS.
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Unit of the ERR1
Indicator's Blink
(How many times it
blinks at a time)

Error Detail

Remedy

The certificate is

Twice - Use a valid certificate.

invalid.
Three times Time is not set. Set the printer's clock.
Four times Invalid authentlcgtlon Send valid authentication packets.

packets are received.

N The server rejected Check if the authentication settings

Five times C
the authentication. are correct.
Remedy B

Unit of the ERR2
Indicator's Blink

(How many times it Error Detail Remedy
blinks at a time)
Once
. NB-W2 is in an Contact your local authorized Canon
Twice -
abnormal condition. dealer.
Three times
Please wait a moment. The ERR2
indicator goes off after the
NB-W?2 is being initialization. After completing the
Four times initialized to the default | initialization, restart the printer in the
settings. normal mode following the procedure
in "Initializing the Network Settings,"
on p. 5-8.
Please wait a moment. After
NB-W2 is starting in completing the startup, restart the
Five times the emergency startup | printer in the normal mode following

mode.

the procedure in "Emergency Startup
Mode," on p. 5-17.

Troubleshooting Flowchart 4-3
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Err

essage

This section describes the various messages that appear in the Remote Ul or in the
display of the printer's control panel along with possible causes and remedies.

Take the necessary measures according to the displayed message.

The following is a list of error messages, along with their possible causes and
remedies.

Remote Ul: <Operation is not permitted.>

Cause You have logged on in End-User Mode.

Remedy Log on in Administrator Mode.

Remote Ul: <WEP key digit no. incorrect.>
Control Panel: <WEP KEY DIGIT ER>

Cause The number of the digits for the entered WEP key is not correct.

Remedy  Enter the WEP key using 10 digits (a 40-bit WEP key) or 26 digits (a 104-bit
WEP key) in hexadecimal format.
You can enter a delimiter ("hyphen", "space”, or "colon") after every two digits,
and the delimiters are not counted as digits.

Remote Ul: <Set the WEP key.>
Control Panel: <SET WEP KEY>

Cause Although "WEP" is specified for the security mode, the setting for the WEP key
is not specified.

Remedy 1 Specify the setting for WEP keys and select the one to be used. (See "WEP
Settings," on p. 3-28)

Remedy 2 Perform the following procedure to change the security mode to the usable one
(This section describes the procedure, taking the Remote Ul as an example.).
1. Click [Device Settings], then click [Extension Card].

. Click [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Security].

. Select the usable security mode, then click [OK].

. Confirmation messages are displayed twice. Click [OK] each time.

. Click [Back to the Previous Menu] — [Save Parameter], then click [OK].

O A WOWDN

. Confirmation messages are displayed twice. Click [OK] each time.
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Remote Ul: <Enter hexadecimal number.>
Control Panel: <ENTER HEX NUMBER>

Cause 1 | Characters other than hexadecimal alphanumeric characters and delimiters are
entered for the WEP key.

Remedy  Enter the WEP key using a hexadecimal number, which consists of numbers (0
to 9), alphabets ("A" to "F" or "a" to "f"), and delimiters ("hyphen", "space”, or
"colon").
You can enter a delimiter after every two digits, and the delimiters are not
counted as digits.

Cause 2 | Characters other than hexadecimal alphanumeric characters are entered for
PSK.

Remedy If you want to enter PSK in hexadecimal format, enter it using numbers (0 to 9) n
and alphabets ("A" to "F" or "a" to "f").

Remote Ul: <Enter ASCIl.>
Control Panel: <ENTER ASCII>

Cause Characters other than ASCII characters are entered for PSK.

Troubleshooting

Remedy  Enter a character string of 8 to 63 characters, which consists of numbers (0 to
9), alphabets ("A" to "Z" or "a" to "z"), and the symbols in the following table.

! " # $ % & ' (

) * + , - . /
: < = > ? @ [ \
] " _ ) { | 1 ~

Remote Ul: <Not enough characters.>
Control Panel: <TOO FEW CHARS>

Cause The number of the characters for PSK is not sufficient.

Remedy If you want to enter the characters in ASCII format, enter 8 or more characters,
and in hexadecimal format, enter 64 digits.
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Remote Ul: <Set the pre-shared key.>
Control Panel: <SET PSK>

Cause Although "WPA/WPA2 + PSK" is specified for the security mode, the setting for
PSK is not specified.

Remedy 1 Specify the setting for PSK. (See "WPA/WPA2 + PSK Settings," on p. 3-37)

Remedy 2 Perform the following procedure to change the security mode to the usable one
(This section describes the procedure, taking the Remote Ul as an example.).

1. Click [Device Settings], then click [Extension Card].

. Click [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Security].
. Select the usable security mode, then click [OK].

. Confirmation messages are displayed twice. Click [OK] each time.

. Click [Back to the Previous Menu] — [Save Parameter], then click [OK].

O 0O WOWDN

. Confirmation messages are displayed twice. Click [OK] each time.

Remote Ul: <Root CA certificate error>

Cause Although "WPA/WPA2 + 802.1X/EAP" or "802.1X/EAP + WEP" is specified for
the security mode, the setting for "Update Root CA Certificate" is not specified.

Remedy 1 Specify the setting for "Update Root CA Certificate". (See "Update Root CA
Certificate," on p. 3-64)

Remedy 2 Perform the following procedure to change the security mode to the usable one
(This section describes the procedure, taking the Remote Ul as an example.).

1. Click [Device Settings], then click [Extension Card].

. Click [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Security].
. Select the usable security mode, then click [OK].

. Confirmation messages are displayed twice. Click [OK] each time.

. Click [Back to the Previous Menu] — [Save Parameter], then click [OK].

O s WODN

. Confirmation messages are displayed twice. Click [OK] each time.

Remote Ul: <Set the user name.>
Control Panel: <SET USER NAME>

Cause Although "WPA/WPA2 + 802.1X/EAP" or "802.1X/EAP + WEP" is specified for
the security mode, the setting for "User Name" is not specified.

Remedy 1 Specify the setting for "User Name". (See "User Name," on p. 3-73)

Remedy 2 Perform the following procedure to change the security mode to the usable one
(This section describes the procedure, taking the Remote Ul as an example.).

1. Click [Device Settings], then click [Extension Card].
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2. Click [NB-W2] = [Wireless LAN Settings] = [Security Settings] = [Security].
3. Select the usable security mode, then click [OK].

4. Confirmation messages are displayed twice. Click [OK] each time.

5. Click [Back to the Previous Menu] — [Save Parameter], then click [OK].

6. Confirmation messages are displayed twice. Click [OK] each time.

Remote Ul: <WLAN card certificate error>

Cause Although "EAP Type" in "802.1X/EAP Settings" is set to "TLS (WLAN Card
Certificate)", the setting for "Update WLAN Card Certificate" is not specified.

Remedy 1 Specify the setting for "Update WLAN Card Certificate". (See "Update WLAN
Card Certificate," on p. 3-90)

Remedy 2 Set "EAP Type" to "TTLS/PEAP (802.1X Password)". (See "EAP Type," on p.
3-76)

Remote Ul: <Set the private key.>

Cause Although "EAP Type" in "802.1X/EAP Settings" is set to "TLS (WLAN Card
Certificate)", the setting for "Update WLAN Card Private Key" is not specified.

Remedy 1 Specify the setting for "Update WLAN Card Private Key". (See "Update WLAN
Card Private Key," on p. 3-93)

Remedy 2 Set "EAP Type" to "TTLS/PEAP (802.1X Password)". (See "EAP Type," on p.
3-76)

Remote Ul: <Certificate is 64KB or less.>

Cause The file size of the wireless LAN card certificate exceeds 64 KB.

Remedy  Reduce the file size of the wireless LAN card certificate to 64 KB or less.

Remote Ul: <Certificate is 8KB or less.>

Cause The file size of the root CA certificate exceeds 8 KB.

Remedy  Reduce the file size of the root CA certificate to 8 KB or less.

Remote Ul: <Private key is 8KB or less.>

Cause The file size of the private key exceeds 8 KB.

Remedy  Reduce the file size of the private key to 8 KB or less.
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Remote Ul: <Check file format.>

Cause 1
Remedy
Cause 2
Remedy
Cause 3

Remedy

Cause 4

Remedy

The file format of the root CA certificate is not correct.

Make sure that the file format of the root CA certificate is "X.509 Certificate".
The file format of the certificate revocation list is not correct.

Make sure that the file format of the certificate revocation list is "X.509 CRL".
The file format of the wireless LAN card certificate is not correct.

Make sure that the file format of the wireless LAN card certificate is "X.509
Certificate", "PKCS#7"*, or "PKCS#12"*.

* Needs to include an "X.509" certificate.
The file format of the wireless LAN card private key is not correct.

Make sure that the file format of the wireless LAN card private key is "PKCS#8"
or "PKCS#12".
* Needs to include an "X.509" certificate and a "PKCS#8" private key.
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Pr

ms Related to the Access Point

If a problem has occurred between the access point and NB-W2, a message

appears in the following locations. Take the measures according to the message.

& NOTE

If the displayed message is not described in this section, see "Problems When an

Authentication Server Is Being Used," on p. 4-14.

B Remote Ul ([Device Settings] — [Extension Card] — [NB-W2] — [Wireless

LAN Settings] = [WLAN Card Information])

3 Remote Ul <Extnsion Card> : LEP5970 ; LBP5S70 - Wicrosoft Inarnt Explorer

) I« D S =
g v nks |
Z WLAN Card Information
ToTop page. Back 1 the Previous Menu

Administrator Mode

M (mes\ Error Information. Cannt find access point. )

Device Settings.

Region Code. TS

€1 0cre © et

H Extension Card List

WEP Key4(Hex 10 or26 digits) :
Select WEP Key : 1
802.11 Authentication : Open System
Save Parameter
Save Parameter : Save
Wireless LAN Card Management
Initialize Settings Values : Initialize (WLAN Off)
Erase Security Settings : Erase (Wireless LAN Off)

Imnort Settinog

WLAN Card Information
Latest Error Information : Cannot find access point.

Region Code : US
Update Data

Problems Related to the Access Point
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*

For details on the printing procedure, see "Confirming the Settings for NB-W2 (Printing the Extension Card

List)," on p. 4-23.

<Cannot find access point.>

Cause 1
Remedy

Cause 2

Remedy

Cause 3

Remedy
Cause 4

Remedy

Cause 5

Remedy

Cause 6
Remedy

Cause 7

Remedy

The access point is not turned on.
Turn on the access point.

The SSID specified in "SSID Settings" (See p. 3-21) is not correct. (The SSID of
another access point is specified.)

Specify the correct SSID.

You are using the devices in the following communication environment.
» NB-W2 is far away from the access point.
+ A wall or partition exists between NB-W2 and the access point.

+ Radio interference (from a microwave oven, amateur radio stations, etc.) is
present.

Install the devices where they can communicate with each other easily.
The settings for NB-W2 and the access point are different.

Check the settings for the access point (See the instruction manual of the
access point). Then, specify the same settings for NB-W2 as those for the
access point.

The settings for the access point are not correct.

Check the settings for the access point (the settings such as MAC address
restriction and IP address restriction) (See the instruction manual of the access
point).

An unusable channel is specified for the access point.
Specify between "1" and "11" for the channel of the access point.

An access point other than an IEEE 802.11b/IEEE 802.11g access point is
being used.

Use an access point of a communication standard that supports NB-W2.
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Cause 8 | The angle of the antenna of NB-W2 is not proper.

Remedy Rotate the antenna in the following range to make an adjustment.

<Select WPA/WPA2 + 802.1X/EAP>

Cause 1 | The SSID specified in "SSID Settings" (See p. 3-21) is not correct. (The SSID of
another access point is specified.)

Remedy  Specify the correct SSID.
Cause 2 | "WPA/WPA2 + 802.1X/EAP" is not specified for the security mode.

Remedy  Specify "WPA/WPA2 + 802.1X/EAP" for the security mode, and then specify the
settings for 802.1X authentication. (See "802.1X Authentication Settings," on p.
3-63)

If you want to specify "WPA/WPA2 + 802.1X/EAP" for the security mode,
perform the following procedure (This section describes the procedure, taking
the Remote Ul as an example.).

1. Click [Device Settings], then click [Extension Card].

2. Click [NB-W2] = [Wireless LAN Settings] = [Security Settings] = [Security].

3. Select [WPA/WPA2 + 802.1X/EAP], then click [OK].

4. Confirmation messages are displayed twice. Click [OK] each time.

5. Click [Back to the Previous Menu] = [Save Parameter], then click [OK].

6. Confirmation messages are displayed twice. Click [OK] each time.

Cause 3 | The settings for the access point are not correct.

Remedy  Correct the settings for the access point. (See the instruction manual of the
access point)
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<Select WPA/WPA2 + PSK>

Cause 1

Remedy
Cause 2

Remedy

Cause 3

Remedy

The SSID specified in "SSID Settings" (See p. 3-21) is not correct. (The SSID of
another access point is specified.)

Specify the correct SSID.

"WPA/WPA2 + PSK" is not specified for the security mode.

Specify "WPA/WPA2 + PSK" for the security mode, then specify the setting for
PSK. (See "WPA/WPA2 + PSK Settings," on p. 3-37)

If you want to specify "WPA/WPA2 + PSK" for the security mode, perform the
following procedure (This section describes the procedure, taking the Remote

Ul as an example.).

1. Click [Device Settings], then click [Extension Card].

. Click [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Security].
. Select [WPA/WPA2 + PSK], then click [OK].

. Confirmation messages are displayed twice. Click [OK] each time.

. Click [Back to the Previous Menu] — [Save Parameter], then click [OK].

O s ON

. Confirmation messages are displayed twice. Click [OK] each time.

The settings for the access point are not correct.

Correct the settings for the access point. (See the instruction manual of the
access point)

<Set Security to Off.>

Cause 1

Remedy
Cause 2

Remedy

Cause 3

Remedy

The SSID specified in "SSID Settings" (See p. 3-21) is not correct. (The SSID of

another access point is specified.)

Specify the correct SSID.

"Off" is not specified for the security mode.

Perform the following procedure to specify "Off" for the security mode (This
section describes the procedure, taking the Remote Ul as an example.).

1. Click [Device Settings], then click [Extension Card].

. Click [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Security].

. Select [Off], then click [OK].

. Confirmation messages are displayed twice. Click [OK] each time.
. Click [Back to the Previous Menu] — [Save Parameter], then click [OK].

O A WOWDN

. Confirmation messages are displayed twice. Click [OK] each time.
The settings for the access point are not correct.

Correct the settings for the access point (See the instruction manual of the
access point).
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<Set Encryption to auto.>

Cause 1 | "Encryption for WPA/WPA2" is set to "AES-CCMP".

Remedy  Perform the following procedure in the Remote Ul.
1. Click [Device Settings], then click [Extension Card].

2. Click [NB-W2] — [Wireless LAN Settings] — [Security Settings] — [Encryption for
WPA/WPA2].

3. Select [Auto], then click [OK].

4. Confirmation messages are displayed twice. Click [OK] each time.

5. Click [Back to the Previous Menu] = [Save Parameter], then click [OK].
6.

Confirmation messages are displayed twice. Click [OK] each time.

Cause 2 | The settings for the access point are not correct.

Remedy  Correct the settings for the access point. (See the instruction manual of the
access point)

<Check PSK settings.>

Cause 1 | The setting for PSK is not correct (The setting for PSK is different between
NB-W2 and the access point.).

Remedy  Specify the same setting as that for the access point. (See "WPA/WPA2 + PSK
Settings," on p. 3-37)

Cause 2 | The settings for the access point are not correct.

Remedy  Correct the settings for the access point. (See the instruction manual of the
access point)

<A MIC error has occurred.>

Cause A MIC error was detected (NB-W2 is being attacked from the outside.).

Remedy  NB-W2 is automatically ready to communicate when the attack is over.

<Access point settings error.>

Cause An unsupported encryption method is specified for the access point.

Remedy Correct the settings for the access point. (See the instruction manual of the
access point)
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Prgh-l_ﬂms When an Authentication Server Is Being Used

If a problem has occurred between the authentication server and NB-W2, a
message appears in the following locations. Take the measures according to the
message.

& NOTE

If the displayed message is not described in this section, see "Problems Related to the
Access Point," on p. 4-9.

B Remote Ul ([Device Settings] — [Extension Card] — [NB-W2] — [Wireless
LAN Settings] — [WLAN Card Information])

3 Remote Ul ~Extens T r—

) -

N | O saare " Y=

V8
WLAN Card Information
Back to the Previous Menu|
(Lal:st]:'nor Information Root CA cert sig incorrect )
Region Code us
]

| €] Done @ Intemet

M Extension Card List

WEP Key4(Hex 10 or26 digits) :
Select WEP Key : 1
802.11 Authentication : Open System
Save Parameter
Save Parameter : Save
Wireless LAN Card Management
Initialize Settings Values : Initialize (WLAN Off)
Erase Security Settings : Erase (Wireless LAN Off)

Tininnit Cottinoc
—

[WLAN Card ln;‘ormation ]

Latest Error Information : Root CA cert. sig. incorrect
KCE1011 Lodc . UdS

Update Data
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For details on the printing procedure, see "Confirming the Settings for NB-W2 (Printing the Extension Card

List)," on p. 4-23.

<Root CA cert. sig. incorrect>

Cause 1

Remedy

Cause 2

Remedy

The digital signature of the root CA certificate is not correct.

Use a root CA certificate of the correct digital signature. (See "Update Root CA
Certificate," on p. 3-64)

The root CA certificate is corrupted (modified).

Use the correct root CA certificate. (See "Update Root CA Certificate," on p.
3-64)

<Root CA cert. valid date er.>

Cause 1

Remedy

Cause 2

Remedy

The issue date of the root CA certificate is not correct.

Use a root CA certificate of the correct issue date. (See "Update Root CA
Certificate," on p. 3-64)

The printer's clock is slow.

Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

<Root CA cert. expired.>

Cause 1

Remedy

Cause 2

Remedy

The root CA certificate is expired.

Use an unexpired root CA certificate. (See "Update Root CA Certificate," on p.
3-64)

The printer's clock is fast.

Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

<CRL signature is incorrect.>

Cause 1

Remedy

Cause 2

Remedy

The signature of the certificate revocation list is not correct.

Use a certificate revocation list of the correct signature. (See "Update CRL," on
p. 3-67)

The certificate revocation list is corrupted (modified).

Use the correct certificate revocation list. (See "Update CRL," on p. 3-67)
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<CRL valid date error.>

Cause 1 The issue date of the certificate revocation list is not correct.

Remedy  Use a certificate revocation list of the correct issue date. (See "Update CRL," on
p. 3-67)

Cause 2 | The printer's clock is slow.

Remedy  Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

& NOTE

Even if this message appears, the certificate revocation list is regarded as being
effective.

<Update CRL.>

Cause 1 | The certificate revocation list is not updated.
Remedy  Use the new certificate revocation list. (See "Update CRL," on p. 3-67)
Cause 2 The printer's clock is fast.

Remedy  Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

& NOTE

Even if this message appears, the certificate revocation list is regarded as being
effective.

<CRL is not installed.>

Cause The certificate revocation list is not specified.

Remedy  Specify the certificate revocation list as needed. (See "Update CRL," on p. 3-67)

<Cannot find server cert.>

Cause No certificate is sent from the authentication server.

Remedy  Check the settings for the authentication server or the access point. (See the
instruction manual of the authentication server; the instruction manual of the
access point)
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<Server cert. issuer error.>

Cause 1

Remedy

Cause 2

Remedy

Cause 3

Remedy

The issuer of the root in the certificate sent from the authentication server does
not match the one in the root CA certificate.

Specify the correct root CA certificate. (See "Update Root CA Certificate," on p.
3-64)

The address of the authentication server specified for the access point is not
correct.

Correct the settings for the access point. (See the instruction manual of the
access point)

The settings for the authentication server are not correct.

Correct the settings for the authentication server. (See the instruction manual of
the authentication server)

<Cannot verify server cert.>

Cause

Remedy

The certificate sent from the authentication server is not correct (The signature
verification by the root CA certificate failed.).

Check the settings for the authentication server or the access point.

<Server cert. valid date er.>

Cause 1

Remedy

Cause 2

Remedy

The issue date of the certificate sent from the authentication server is not
correct.

Correct the settings for the authentication server. (See the instruction manual of
the authentication server)

The printer's clock is slow.

Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

<Server cert. expired.>

Cause 1

Remedy

The certificate sent from the authentication server is expired.

Correct the settings for the authentication server. (See the instruction manual of
the authentication server)
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Cause 2 | The printer's clock is fast.

Remedy  Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

<Server cert. revoked.>

Cause The certificate sent from the authentication server is on the certificate
revocation list.

Remedy  Correct the settings for the access point and the authentication server. (See the
instruction manual of the access point; the instruction manual of the
authentication server)

<No auth. server reply.>

Cause 1 | A communication problem has occurred between the access point and the
authentication server.

Remedy  Check if the access point and the authentication server are communicating
properly, as well as if the authentication server is operating properly.

Cause 2 | The settings for the access point or the authentication server are not correct.

Remedy  Correct the settings for the access point and the authentication server. (See the
instruction manual of the access point; the instruction manual of the
authentication server)

<No username on auth. server.>

Cause 1 | The user name specified in "User Name" (See p. 3-73) is not correct.
Remedy 1 Specify the correct user name.

Remedy 2 Specify using a format (such as "DOMAIN/USER" and "user@domain")
appropriate to the authentication server.

Cause 2 | The settings for the authentication server are not correct.

Remedy  Correct the settings for the authentication server. (See the instruction manual of
the authentication server)

<Select EAP-TTLS/PEAP>

Cause 1 | The setting for "EAP Type" (See p. 3-76) is not correct.
Remedy  Set "EAP Type" to "TTLS/PEAP (802.1X Password)".
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Cause 2

Remedy

The settings for the access point or the authentication server are not correct.

Correct the settings for the access point and the authentication server. (See the

instruction manual of the access point; the instruction manual of the
authentication server)

<Select EAP-TLS>

Cause 1
Remedy
Cause 2

Remedy

The setting for "EAP Type" (See p. 3-76) is not correct.
Set "EAP Type" to "TLS (WLAN Card Certificate)".

The settings for the access point or the authentication server are not correct.

Correct the settings for the access point and the authentication server. (See the

instruction manual of the access point; the instruction manual of the
authentication server)

<Cannot log in now.>

Cause

Remedy

You tried to log on at a time when log on is not allowed.

Wait until you can log on or change the settings for the authentication server.

(See the instruction manual of the authentication server)

<User name is disabled.>

Cause

Remedy

You cannot access the authentication server with the user name specified in

"User Name," on p. 3-73.

Change the user name or the settings for the authentication server. (See the

instruction manual of the authentication server)

<MSCHAPv2 password expired.>

Cause

Remedy

The password specified in "802.1X Password" (See p. 3-79) is expired.

Change the settings for the authentication server. (See the instruction manual

of the authentication server)

<Dial-in error.>

Cause

Remedy

Dialing in using the user name specified in "User Name" (See p. 3-73) is not

allowed.

Change the settings for the authentication server. (See the instruction manual

of the authentication server)

Problems When an Authentication Server Is Being Used
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<Username/802.1X password er.>

Cause 1

Remedy
Cause 2

Remedy

The content specified in "User Name" (See p. 3-73) or "802.1X Password" (See
p. 3-79) is not correct.

Correct the setting.
No account exists in the authentication server.

Create an account. (See the instruction manual of the authentication server)

<Cannot use GTC inner prot.>

Cause 1

Remedy
Cause 2

Remedy

The content specified in "TTLS/PEAP Inner Protocol" (See p. 3-81) is not
correct.

Specify "MSCHAPv2" or "PAP".
The settings for the authentication server are not correct.

Enable PEAP for the EAP type in the authentication server. (See the instruction
manual of the authentication server)

<Cannot use PAP inner prot.>

Cause 1

Remedy
Cause 2

Remedy

The content specified in "TTLS/PEAP Inner Protocol" (See p. 3-81) is not
correct.

Specify "MSCHAPv2" or "GTC".
The settings for the authentication server are not correct.

Enable TTLS for the EAP type in the authentication server. (See the instruction
manual of the authentication server)

<802.1X password expired.>

Cause

Remedy 1

Remedy 2

The password specified in "802.1X Password" (See p. 3-79) is expired.

Set "MSCHAPv2 Password" to "Allow Change", then enter a password in
"MSCHAPv2 New Password". (See "MSCHAPv2 Password," on p. 3-84,
"MSCHAPv2 New Password," on p. 3-87)

Change the settings for the authentication server (such as the setting to make
the password indefinitely valid). (See the instruction manual of the
authentication server)
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<MSCHAPv2 new password er.>

Cause 1

Remedy

Cause 2

Remedy
Cause 3

Remedy

The password specified in "MSCHAPv2 New Password" (See p. 3-87) is not
correct.

Change the password to a correct one (which fulfills the security policy of the
authentication server.).

(If the authentication server is an odyssey server) the user name specified in
"User Name" (See p. 3-73) does not include "DOMAIN\".

Change the user name to the correct one.
The settings for the authentication server are not correct.

Correct the settings for the authentication server. (See the instruction manual of
the authentication server)

<WLAN card cert. date error>

Cause 1
Remedy
Cause 2

Remedy

The issue date of the wireless LAN card certificate is not correct.
Use a wireless LAN card certificate of the correct issue date.
The printer's clock is slow.

Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

<WLAN card cert. expired.>

Cause 1
Remedy
Cause 2

Remedy

The wireless LAN card certificate is expired.
Use an unexpired wireless LAN card certificate.
The printer's clock is fast.

Adjust the printer's clock. (See "User's Guide" (PDF manual) supplied with the
printer)

<Set private key password.>

Cause 1
Remedy

Cause 2

Remedy

The password specified in "Private Key Password" (See p. 3-96) is not correct.
Change the password to the correct one.

The private key specified in "Update WLAN Card Private Key" (See p. 3-93) is
not correct.

Change the private key to the correct one.
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<WLAN card cert. revoked.>

Cause

Remedy

The wireless LAN card certificate specified in "Update WLAN Card Certificate"
(See p. 3-90) is not correct or is revoked.

Change the wireless LAN card certificate to the correct one.

<WLAN card cert. incorrect.>

Cause 1

Remedy

Cause 2

Remedy

The wireless LAN card certificate specified in "Update WLAN Card Certificate"
(See p. 3-90) is not correct.

Change the wireless LAN card certificate to the correct one.

The certificate for the root certificate authority in the certificate path, which
issued the wireless LAN card certificate, is not registered in the authentication
server as the one for a trusted certificate authority.

Register it in the authentication server. (See the instruction manual of the
authentication server)

<WLAN card cert. auth error.>

Cause 1

Remedy

Cause 2

Remedy
Cause 3

Remedy

The wireless LAN card certificate specified in "Update WLAN Card Certificate"
(See p. 3-90) is not correct.

Change the wireless LAN card certificate to the correct one.

The private key specified in "Update WLAN Card Private Key" (See p. 3-93) is
not correct.

Change the private key to the correct one.
No certificate account exists in the authentication server.

Change the settings for the authentication server account. (See the instruction
manual of the authentication server)

4-22

Problems When an Authentication Server Is Being Used



Confirming the Settings for NB-W2

(PriE‘ g the Extension Card List)

NB-W2 is provided with a function of the extension card list that allows you to check
its version as well as the settings. Use this function when required after setting the
network environment or performing the security settings, for example when you
want to check the operation of NB-W2. You can print the extension card list using
the Remote Ul or printer's control panel.

& NOTE

The extension card list is designed to be printed on A4 size paper. Load A4 size paper.

Printing the Extension Card List from the Remote Ul

1 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.

http://<the IP address or name of the printer (standard network or NB-W2)>/
Input Example: http://192.168.0.215/

& NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

2 Select [Administrator Mode], then click [OK].

[ — &

& © it
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&> NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

3 Click [Utility] in the [Status] page.

P5970 ; LBP59T0 - Microsoft Internet Explorer.

P ot e Took o
Q- © W @ G P Grra =)
icess ) hpl] v oo s
Black 50-100% | w— .
z Yellow 50-100%
Magenta 50-100% w—
| ToToppege
Dovice Manager Waste Toner Cortainer Available
Drum Life
Black Available
Yellow Available
Magenta Available
Cyan Available
Remaining Staples
Staples. Avallable

. | ~Ferom Catbratan )
E]

& oore © eene:

4 Select [Extension Card List], then click [Execute].

©Common Status Print
O Network Status Print
OFE-mail Receive Log List

| ToToppage OPrinting Position Adjustment Print
Administrator Mode OTest Chat 1

OTest Chart 2

B OPCL Fonts List

OPS Status Print
OPS Fonts List

OFPrint Log List (Print Job/Direct Prirt)
OPrint Log List (Stored Job)

ODevice LogList

51 oore © eenet

The extension card list is printed.
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Printing the Extension Card List from the Printer's Control
Panel

1 Make sure that the printer is online.

If the printer is not online, press [Online].

2 Press [Utility], then select EXT. CARD LIST using [ «] and [»>].

3 Press [OK].

The extension card list is printed.

Confirming the Settings for NB-W2 (Printing the Extension Card List) 4-25

Troubleshooting =



Troubleshooting E

4-26

Confirming the Settings for NB-W2 (Printing the Extension Card List)



CHAPTER

This chapter describes the network setting items in a list and the specifications of NB-W2.

Removing NB-Wa2. . . .. .. 5-2
Network Setting ltems. . . . ... 5-4
Software That Can Be Used for the Network Settings .. ........... ... ... .. ..... 5-7
Initializing the Network Settings . . .. ... ... .. 5-8
Initializing NB-W2 . . . 5-9
IMPOrt SEttiNgS . . . . oo 5-12
Updatingthe Firmware . . .. .. .. ... .. . 5-13
Emergency Startup Mode. . . ... ... 5-17

Specifyingthe Channel . ... .. . . 5-19
Specifications . . .. ... 5-20
QX . . oo 5-21




Appendix H

Reﬂing NB-W2

Remove NB-W?2 using the following procedure. Have ready the protective plate and
screws for the expansion slot removed when NB-W2 was installed.

A\ cAUTION

« Be sure to turn the printer OFF, and then disconnect all the interface cables and
power cord from the printer before removing NB-W2. If you attempt to remove
NB-W2 when the printer is ON or when any cables are connected to the printer,
this may result in an electrical shock.

 Be careful when handling NB-W2. Touching the edges or any sharp parts of
NB-W2 may result in personal injury.

1 Specify "Standard Network™ for the primary network.

@ mPORTANT
If you remove NB-W2 from the printer with the primary network set to "NB-W2", you
cannot use the LAN connector supplied with the printer due to this setting. Before
you remove NB-W2 from the printer, set the primary network to "Standard
Network". For details on the procedure for setting the primary network, see
"Switching the Network to Be Used (Switching between Standard Network and
NB-W2)," on p. 3-103.

2 Turn the printer OFF.

If you are using a hard disk in the printer, turn the printer OFF after performing a
shutdown (See the manuals supplied with the printer).

5-2
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3 If a USB cable is connected, turn the computer off, and then
disconnect the USB cable from the printer.

4 Disconnect the power plug from the AC power outlet.
5 Remove the power cord from the printer.
6 If a LAN cable is connected, disconnect it from the printer.

7 Rotate the antenna so that you can work easier, and then
remove the two screws securing both sides of NB-W2.

O mPORTANT

You will need the two removed screws when you install NB-W2 again. Be sure not
to misplace them.

Appendix E

8 Pull NB-w2 out.
Store NB-W2 in the protective bag that it came in.

9 Attach the protective plate to the expansion slot and secure it
with the screws.
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Neﬂk Setting Items

You can change the settings for NB-W2 by using the web browser (Remote Ul) or
the printer's control panel. The setting items you can change are as follows.

For details on the items for the network settings other than the following, see
"Network Guide" (PDF manual) supplied with the printer.

O: Specifiable

-: Not specifiable

revocation list.

. Settings
Settings Using the
Option Contents Default Using the 9
Control
Remote Ul P
anel

[Primary Network Specify so that you Standard o o
Setting] can use NB-W2. Network

Select the access
[Access Point] point to be used with (Blank) (0] (0]

the detected SSID.

Enter the SSID of the
[Display/Enter SSID] access point to be (Blank) (0] (0]

used.

Specify the securit WPA/WPA2
[Security] m% de y y + 802.1X/ (0] (0]

) EAP

[Encryption for WPA/ Specify the encryption
WPA2)] method. Auto o o

Specify the
[Update Root CA authentication server i
Certificate] certificate issued by a (Blank) o

certificate authority.

Specify the certificate i
[Update CRL] revocation list. (Blank) o
[Erase CRL] Erase the certificate Erase o o

Network Setting ltems



. Settings
S Using the
Option Contents Default Using the Con%rol
Remote Ul Panel
Specify the user name
for IEEE 802.1X
[User Name] authentication (used (Blank) (0] 0]
for handshake in
EAP-TLS).
Specify the TLS (WLAN
[EAP Type] authentication Card 0] O
method. Certificate)
Specify the password
[802.1X Password] for IEEE 802.1X (Blank) 0] @)
authentication.
Specify the inner
[TTLS/PEAP Inner protocol to pe qsed for MSCHAPV2 o o
Protocol] the authentication
protocol.
Specify the response Reiect
[MSCHAPv2 Password] |to a password change ) @) 0]
Change
request.
Specify a new
[MSCHAPV2 New password to be used
Password] when the password (Blank) o o
change is allowed.
Specify the wireless
[Updgte WLAN Card LAN card certificate to (Blank) 0] -
Certificate]
be used.
[Update WLAN Card Specify the private key i
Private Key] to be used. (Blank) o
. Specify the password
[Private Key Password] for the private key. (Blank) O @)
[PSK ASCII (8-63 Specify PSK (Enter in
characters)] ASCII format.). (Blank) o ©
- Specify PSK (Enter in
[PSK Hex (64 digits)] hexadecimal format.). (Blank) 0] 0]
[WEP Key1 to 4 (Hex 10 .
or26 digits)] Specify the WEP key. (Blank) 0] 0]

Network Setting ltems
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Settings

Settings

Option Contents Default Using the Ug;nn%rtol}e
Remote Ul Panel

Select the WEP key to

[Select WEP Key] be used. 1 (0] 0]

C Specify the Open

[802.11 Authentication] authentication mode. System © ©

[Save Parameter] Savg the specified - (0] 0]
settings.

s . Reset the specified

{I/glltl:i:e Settings settings to the default - (0] (0]
values.
Erase all the specified

. . settings and reset the

[Erase Security Settings] settings to the default - (0] (0]

values.
. NB-W2 does not
[Import Settings] support this function. (Blank) i i
[Update Data] Specify the file and (Blank) o i

update the firmware.

5-6
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So%re That Can Be Used for the Network Settings

You can perform the network settings using the following software.
O: Specifiable

-: Not specifiable

Setting Remote Ul Control Panel
IP Address Setting (See p. 3-2) @) 0]
IP v. 6 Settings (See p. 3-10) o] 0*2
SSID Settings (See p. 3-21) O @)
Security Settings (See p. 3-27) 0 02
Initializing the Network Settings (See p. 5-8) O O
Updating the Firmware (See p. 5-13) 0 -
Settings Shared with "Standard Network"" 0 0*2

*! For details on the settings, see "Network Guide" (PDF manual) supplied with the printer.
*2 Some settings are specifiable (See "Network Setting ltems," on p. 5-4)

Software That Can Be Used for the Network Settings 5-7
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Ini;il‘r' zing the Network Settings

There are two kinds of network settings, and each has a different initialization
method.

H Initializing the Card Settings

Initialize the settings for NB-W2, such as the IP address setting and the subnet mask

setting (the settings displayed by clicking [Device Settings] = [Extension Card] for the
Remote Ul), using the following procedures.

1.Click [Device Settings] on the left, then click [Extension Card] =
[NB-W2] — [Wireless LAN Settings] — [Wireless LAN Card

Remote Ul Management] — [Initialize Settings Values].

2.Select [Initialize (WLAN Off)], then click [OK].

3.Perform a hard reset or cycle the power of the printer.

1.Press [Settings], then select the following items in order using
[«]and[»], then press [OK].

Printer's Control INTERFACE MENU — EXTENSION CARD — NB-W2 = WLAN

Panel CARD MGMT = INIT.SET VALUES

2.<WLAN OFF. OK?> is displayed. Press [OK].

3.Perform a hard reset or cycle the power of the printer.

Even if none of the above procedures work, you can initialize NB-W2 by
manipulating the DIP switches. (See p. 5-9)

M MPORTANT

If you select [Erase Security Settings] (ERASE SEC.SET) in Step 1 above, all the setting

values are erased. Perform the procedure on such occasions as when you dispose of
NB-W2.

M Initializing the Settings Shared with "Standard Network"
Initialize the settings for Raw printing, IP address restriction, and others (the settings

displayed by clicking [Device Manager] — [Information] or [Device Manager] — [Network]
for the Remote Ul) using the following procedures.

Remote Ul Click [Device Manager] on the left, then click [Network] = [Show
Parameter List] = [Initialize Network Settings].

Printer's Control Press [Settings], then select the following items in order using

Panel [«]and[»], then press [OK].

INTERFACE MENU — NETWORK MENU — INIT.N/W SET.

5-8
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Ini;iﬂ' zing NB-W2

When you want to initialize NB-W2, switch over the DIP switches on NB-W2 using
the following procedure. If you initialize NB-W2 by manipulating the DIP switches,
the network settings are reset to the default settings. A Phillips screwdriver is
required for performing the following task. Have a screwdriver ready in advance that
matches the size of the screws.

O G A O

Turn the printer OFF.

If you are using a hard disk in the printer, turn the printer OFF after performing a
shutdown (See the manuals supplied with the printer).

If a USB cable is connected, turn the computer off, and then
disconnect the USB cable from the printer.

Disconnect the power plug from the AC power outlet.

Remove the power cord from the printer.

If a LAN cable is connected, disconnect it from the printer.

Rotate the antenna so that you can work easier, and then
remove the two screws securing both sides of NB-W2.

Pull NB-W2 out.

Initializing NB-W2 5-9
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8 switch the DIP switch 1 (A) to ON.

Set the DIP switches with a small tool such as the tip of a ball-point pen.

DIP switch 1

(M MPORTANT

When setting the DIP switches, be careful not to damage the main board with a
small tool such as the tip of a ball-point pen. Do not use a sharp object such as a
mechanical pencil.

9 Insert NB-W2 into the expansion slot.

Hold the metal panel portions of NB-W2 and insert it straight while aligning it with
the guide rails inside the expansion slot.

(M MPORTANT
« Insert NB-W2 securely.
» Do not touch the NB-W2 parts, printed circuits, or connectors with your hands.

10 Secure the top and bottom portions of NB-W2 with the two
screws supplied with NB-W2.

11 Connect the power cord to the printer.

12 Turn the printer ON, wait until the ERR2 indicator goes off,
and then turn the printer OFF.

13 Remove the power cord from the printer.

5-10
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14 Remove NB-W2, then reset the DIP switch 1 (A) to OFF.

Set the DIP switches with a small tool such as the tip of a ball-point pen.

DIP switch 1

@ MPORTANT

When setting the DIP switches, be careful not to damage the main board with a
small tool such as the tip of a ball-point pen. Do not use a sharp object such as a

mechanical pencil.

15 install NB-W2.

16 Connect the LAN cable to the printer as needed.
17 Connect the power cord to the printer.

18 Plug the power plug into the AC power outlet.

19 Connect the USB cable to the printer as needed.

Initializing NB-W2
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Settings

Currently, NB-W2 does not support the "Import Settings" function.

rd> ; LBP5970 ; LBP5970 - Microsoft Internet Explorer.

Qs - @ [¥) [B @ Psewan Srravaes @ 2 B

dcress | 8] htto:sf

Wireless LAN Card Management

Administrator Modo.

Inifialize Settings Values Inifialize (WLAN Off)
Erase Securiy Settings Erase (Wireless LAN Off)
e (o
]

JET——

© Internet
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Up

ng the Firmware

To update the firmware, specify the update file, then update the firmware of NB-W2.

O MPORTANT

« Before updating the firmware, be sure to read the README file supplied with the
firmware.

« If you cannot update the firmware properly, due to a reason such as power-off during the
update, the printer may start up in the emergency startup mode. For details on the
emergency startup mode, see "Emergency Startup Mode," on p. 5-17.

» Make sure that the printer is not operating before updating the firmware. Do not print
during the firmware update. Otherwise, the firmware cannot be updated properly.

& NOTE

You can update the firmware only when you have logged on in Administrator Mode.

1 Read the contents of the README file supplied with the
firmware.

2 Switch the setting for "Primary Network Setting" to "Standard
Network".

For details on the procedure for switching the setting for "Primary Network

Setting", see "Switching the Network to Be Used (Switching between Standard
Network and NB-W2)," on p. 3-103.

(M MPORTANT

If you try to update the firmware with "Primary Network Setting" set to "NB-W2",
you may fail to do so depending on the state of radio waves.

3 Connect your computer and the printer to the network using
LAN cables.

4 Run the web browser, enter the following URL in the address
entry field, and then press the [ENTER] key on your keyboard.
http://<the IP address or name of the printer (standard network)>/

Input Example: http://192.168.0.215/

Updating the Firmware 5-13

Appendix E



Appendix H

&> NOTE

For more details on the Remote Ul, see "Remote Ul Guide" (PDF manual) supplied
with the printer.

5 Select [Administrator Mode], then click [OK].

adiess ] baail

Language Switch English v

strator Mode

OEnd-User Mode

Enables to browss device and job information.

or the device and print jobs.

Password:

| ®ree

&2 NOTE

If a password is specified for the printer, enter the password, and then click [OK]. If
the password is not specified, it is not required to enter any value.

6 Click [Device Settings] on the left, then click [Extension Card].

2 Remote Ul <Control Menu> : LBP5970 ; LBP5970 - Microsoft Internet Explorer.
Qo - © KA G Psowctr Frrovois @ 2N
adivess ) hepit v Do s >
LBP5970
z = [rewity
Control Menu Chang
[ Toroppage |
Administrator Mode Powrer Save Mode. on
Power Save Mode inError. On
§ " Device Manager | “Time to Enter Power Save
Mode: 10 minutes.
— Waning Step Check Toner Cortinue Printing
Dovice Settings Auto Error Skip: oif
Panel Language Sitch Engiish
Show Warnings: Check Toner: On
Check Fixing Uit on
Check Waste Toner Cortainer: On
Check Drum on
Cassette Empty: on
E-mail Transmission Error. on
Timer Settings: Wake Up Timer off
Wake Up Time: 12:00
Power Save Timer: Off
Power Save Time: 1200
Caliestion Timer O v
&) 0oe. @ Internet.
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7 Click [NB-W2] — [Update Data].

Extension Card

&

Back to the Previous Menu.

[OK].

r
(C\DﬂmmsmsandSEmngs\usEvﬂ\\MyDncumemexav)

Menu
Extension Card

&

9 Confirmation messages are displayed three times. Click [OK]

each time.

Updating the Firmware
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10 Wait until the following screen appears.

A Remote Ul <Top Page> : LBP5970 ; LBP5970 - Microsoft Internet Explorer

Q- © HE G Pmor for

e [@ o] VB s

Copyright CANON INC. 2007
Al Rights R

4

LBP5970
LBP5970

English ¥]

©End-User Mode
i the device and print jobs.  Ensbles to browse device and job inormation.

Password

[— @

] 0cre © et

The firmware update is completed.

&> NOTE

If the printer does not restart automatically after the firmware update, perform a
hard reset or cycle the power of the printer.

To perform a hard reset, click [Status] from the [Device Manager] menu on the left,
and then click [Device Control]. Select [Hard Reset] in the [Device Control] page,
and then click [Executel].
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Egﬂency Startup Mode

If you cannot update the firmware properly, due to a reason such as power-off
during the update, the printer may start up in the emergency startup mode.

If the printer starts up in the emergency startup mode, the following states occur.

«"I" is added to the setting items displayed in the Remote Ul or printer's control
panel.

[ 'nB-w2 S

xtension Car
Support Links

B © one:

+ SSID is fixed at "NB-W2_XXXXXX" (XXXXXX is the last 6 digits of the MAC
address (A to F are in capitals)).

« The security mode is fixed at "WEP".

- Communication in "Ad Hoc Mode", which does not communicate via an access
point, becomes possible.
(However, do not use "Ad Hoc Mode" if you can connect the computer and printer
to the network using LAN cables.)

Emergency Startup Mode 5-17
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If the printer started up in the emergency startup mode, update the firmware again
using the following procedure.

<Recommended Method> <If the Computer and Printer Cannot

Be Connected By LAN Cables>

Connect the computer and printer Specify the setting for the WEP
to the network using LAN cables. key as needed. (See p. 3-28)

If "NB-W2" is specified for the Specify "NB-W2_XXXXXX (the
primary network setting, specify last 6 digits of the MAC address)"
"Standard Network". (See p. for the SSID setting for the
3-103) wireless LAN adapter. The MAC

address is indicated in the
extension card list. (See p. 4-23)

4

Specify the channels for the
wireless LAN adapter and NB-W2
as needed. For details on
specifying the channel for NB-W2,
see "Specifying the Channel," on
p. 5-19.

~

Enabling the Settings (See p. 3-99)
Confirm and update the specified settings.
T
Updating the Firmware (See p. 5-13)

Update the firmware again.

Emergency Startup Mode



Specifying the Channel

"7" is specified for the channel by default. Specify the channel using the following
procedure as needed. Specify the channel using the printer's control panel.

1 Press [Settings], select INTERFACE MENU using [ <] and [»],
then press [OK].

Select EXTENSION CARD using [ <] and [»], then press [OK].
Select INB-W2 using [ €] and [»], then press [OK].

Select IBASIC SETTINGS using [ <] and [>], then press [OK]. n

G A QO N

Select ICHANNEL using [ <] and [»> ], then press [OK].

Appendix

6 Specify the channel using [ A] and [ ¥ ], then press [OK].

If you do not want to continue the settings, be sure to see "Enabling the Settings" (p.
3-99) and confirm the consistency of the settings before updating them. If you do not
update the settings, the specified settings cannot be enabled.

Emergency Startup Mode 5-19
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Spgo;rl’i‘ cations

CPU

Freescale MPC8241 166 MHz

Standard

IEEE 802.11¢/IEEE 802.11b

Transmission Method

DS-SS method/OFDM method

Frequency Range

2412 to 2462 MHz

Data Transmission Speed

IEEE 802.11g: 6/9/12/18/24/36/48/54 Mbps
IEEE 802.11b: 1/2/5.5/11 Mbps

Communication Modes

Infrastructure Mode/Ad Hoc Mode (only for emergency
startup)

Security

WEP, [EEE 802.1X/EAP (TLS/TTLS/PEAP), PSK, WPA
(AES)

Indicators

3 pieces (LNK, ERR1, ERR2)

M MPORTANT

If NB-W2 is installed in the printer, the printer does not enter the Deep Sleep mode. For
details on Power Save Mode, see "User's Guide" (PDF manual) supplied with your

printer.
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Numerics

802.1X Authentication Settings, 3-63
802.1X Password, 3-79

802.1X/EAP + WEP, 3-47
802.1X/EAP + WEP Settings, 3-47

A

Access Point, 1-4, 1-5
Problems, 4-9
Security Settings, 3-20
Ad Hoc Mode, 1-2
Antenna, 2-3, 2-8
Authentication Method, 3-47, 3-55
Authentication Server, 1-5
Problems, 4-14

C

Certificate
Erase CRL, 3-70
Update CRL, 3-67
Update Root CA Certificate, 3-64
Update WLAN Card Certificate, 3-90
Channel, 5-19
Checking the Network, 1-2
Computer
Checking the LAN Adapter, 1-8
Security Settings, 3-20

E

EAP Type, 3-76

EAP-TLS Settings, 3-64
Emergency Startup Mode, 5-17
Enabling the Settings, 3-99

Encryption Method, 3-37, 3-55
ERR1 Indicator, 2-3

ERR2 Indicator, 2-3

Error Message, 4-4

Extension Card List, 4-23

Infrastructure Mode, 1-2

Initializing the Network Settings, 5-8
IP Address Setting (IP v. 4), 3-2

IP Address Setting (IP v. 6), 3-10

L

LNK Indicator, 2-3

MSCHAPv2 New Password, 3-87
MSCHAPv2 Password, 3-84

N

NB-W2
Confirming the Box Contents, 2-2
Confirming the Settings, 4-23
Enabling the Settings, 3-99
Initialization, 5-9
Installation, 2-4
Parts and Their Functions, 2-3
Removal, 5-2
Security Settings, 3-27, 3-47

Switching the Network to Be Used, 3-103

Network Setting ltems, 5-4
Network Settings, 3-17

Index
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P

Parts and Their Functions, 2-3
Password
802.1X Password, 3-79
MSCHAPv2 New Password, 3-87
MSCHAPv2 Password, 3-84
Private Key Password, 3-96
PEAP/EAP-TTLS Settings, 3-63
Pre-Shared Key, 3-37
Primary Network, 3-103
Printer Connector, 2-3
Printing a Test Page, 3-107
Private Key
Private Key Password, 3-96
Update WLAN Card Private Key, 3-93
Problems
Access Point, 4-9
Authentication Server, 4-14

S

Save Parameter, 3-101

Security Mode
802.1X/EAP + WEP, 3-47
WEP (Static WEP), 3-27
WPA/WPA2 + 802.1X/EAP, 3-47
WPA/WPA2 + PSK, 3-27

Security Settings
802.1X Authentication Settings, 3-63
Enterprise Environment, 3-47
General Network Environment, 3-27

Setting Procedure, 1-6

Software That Can Be Used for the Network

Settings, 5-7
Specifications, 5-20
SSID Settings, 3-21
Switching the Network, 3-103
System Requirements, 1-4

T

Troubleshooting Flowchart, 4-2
TTLS/PEAP Inner Protocol, 3-81

U

Update Root CA Certificate, 3-64
Update WLAN Card Certificate, 3-90
Update WLAN Card Private Key, 3-93
Updating the Firmware, 5-13

User Name, 3-73

W

WEP (Static WEP), 3-27

WEP Key, 3-28

WEP Settings, 3-28

WPA/WPA2 + 802.1X/EAP, 3-47
WPA/WPA2 + 802.1X/EAP Settings, 3-55
WPA/WPA2 + PSK, 3-27

WPA/WPA2 + PSK Settings, 3-37
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